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February 5, 2010 
 
 
Sherri Rowland 
NASACT 
449 Lewis Hargett Circle, Suite 290 
Lexington, KY 40503 
 
 
 
Dear Sherri: 
 
 Here is our application for the small performance audit award.  It consists of: 
 

• this cover letter 
• the application form and write-up 
• four attachments, including the audit report itself 

 
 Two of the attachments are PDF versions of web pages from the local TV 
station.  The pages have embedded video.  If the video doesn’t work for any reason, 
I can certainly send CDs, but I’ve tested the pages offline and they work fine, at least 
on our systems. 
 
 If you have any questions, please call. 
 
     Sincerely, 
 
 
 
 
     Rick Riggs 
     Administrative Auditor 

 
enclosures 



National State Auditors Association  
 

2010 Excellence in Accountability Awards 
 
 

ENTRY FORM 
 

 
Name of project: 

Surplus Computer Equipment:  Determining Whether State Agencies Effectively 
Remove Software and Agency Data From Surplus Computers 

 
State submitting entry: Kansas 
 
Office: Legislative Division of Post Audit 
 
State contact person: Rick Riggs, Administrative Auditor  
 
Phone number: 785.296.3179 
 
E-mail address: rick.riggs@lpa.ks.gov  
 
Please indicate the award type you are submitting for: 
 

Performance (small) XX 
 
 Number audit hours     358 

 

 
Performance (large) 

  
 Number audit hours 

  

 
Special Project 

  

 
 
Each entry must be submitted in unprotected PDF format only to Sherri Rowland at 
srowland@nasact.org, and should include the following: 
 
• Completed entry form. 
• A write-up (maximum of 2 pages) identifying the report/project performed and the result.   
• A copy of the formal report or project. 
• Additional information such as copies of newspaper articles, legislation or policy changes 

that resulted from the report or project. If the submitting office has additional materials (e.g., video 
of a news item) that it would like the judges to consider, five (5) copies of the CD or DVD must be 
received by Sherri Rowland at NSAA prior to the submission deadline. CDs or DVDs should be 
mailed to Sherri at 449 Lewis Hargett Circle, Suite, 290, Lexington, KY 40503. 

 
Please note:  
• It is solely the submitter’s responsibility to ensure that all materials are received by Sherri 

Rowland prior to the submission deadline.  
• To be considered for an award, all documents must be submitted electronically in PDF format.  

Note: Links to documents on a website will not be accepted. 
• PDF documents must not be protected in any manner that would prevent printing or require a 

password to access the documents. Protected documents will be disqualified. 
  

The entry must be e-mailed to Sherri Rowland at srowland@nasact.org and received no later than 5:00 
p.m. EST on Friday, March 5, 2010. Submissions received after the deadline will not be accepted. You 
will receive a confirmation e-mail confirming your entry was received. If you have not received 
confirmation within two business days, please contact Sherri directly at 859-276-1147. 
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Application for the NSAA Performance Audit Award 
 Under Kansas law, State agencies can dispose of outdated computer equipment through the 

State Surplus Property Program.  The equipment is first made available to nonprofit 
organizations, and then to the general public.  As part of its ongoing auditing of State 
computer-security issues, Legislative Post Audit looked at whether the State was doing a good 
job of ensuring that old computers weren’t being sold with proprietary software or confidential 
information still on them. 
 
The Legislative Division of Post Audit hereby submits for consideration the resulting June 
2008 computer-security audit report, Surplus Computer Equipment:  Determining Whether 
State Agencies Effectively Remove Software and Agency Data From Surplus Computers. 
 

The Audit: 
 

Agencies often don’t remove data from computers that are sold to the public through Surplus 
Property.  We obtained computers from Surplus Property that had belonged to at least six 
Topeka-based State agencies and found, using inexpensive, readily available file-recovery 
software, data on 10 computers from four of those agencies.  Of the 10 computers that still had 
data, seven had confidential documents, including thousands of Social Security numbers.  It 
appeared that data weren’t properly removed because agencies lacked policies, relied on 
Surplus Property to “sanitize” the computers, or did a poor job of keeping track of which 
computers had been processed and which hadn’t.  We concluded that the State needed to 
strengthen its policy for removing data from computers, and needed to take appropriate steps 
to ensure that agencies are educated about the policy and follow it.   
 
We made a series of recommendations: 
 

• The State’s central computer-security agency should adopt its draft media-disposal 
policy, and should make certain changes to strengthen it, such as requiring hard drives to 
be overwritten at least three times, and documenting the name of the person doing the 
work. 

• All three branches of government should take steps to ensure that their agencies 
understand their responsibilities regarding the safeguarding of computer data and proper 
disposal of computer equipment.   

• The Surplus Property Program should require a certificate that the agency disposing of 
the old computer has properly removed all data; for any computer without such a 
certificate, Surplus Property staff should overwrite, demagnetize, or destroy the hard 
drive. 

• The Surplus Property Program’s parent agency, the Department of Administration, 
should periodically monitor compliance by independently checking a sample of 
computers being offered for sale. 

• We also made specific recommendations to the four agencies whose computers we found 
to contain sensitive or confidential information.  

 
Scope and 

Potential for  
Significant 

Impact: 

The sensitive or confidential data we found included thousands of social security numbers in 
deleted documents.  The actions taken as a result of the audit eliminated the risk that someone 
would buy those computers and then recover the documents and use those numbers.  Changes 
in agency procedures resulting from the audit sharply reduced the risk of similar problems in 
the future. 
 

Persuasiveness of 
Conclusions: 

 

The audit concluded, in part: 
 

The fact that we were able to use simple, inexpensive software to retrieve confidential files 
from almost half of the 15 surplus computers we reviewed is frightening.  Our review didn’t 
include State agencies located outside the Topeka area, but there’s little reason to think that 
their computer disposal practices are much better.  The State has a significant problem with 
how surplus computers are handled, and is at significant risk of disclosing confidential or 
sensitive data to the public or even to potential hackers. Should that happen, the State could 
face both costly and embarrassing consequences.   



 
Because of the urgent and compelling nature of the audit’s conclusions, the Surplus Property 
Program temporarily stopped selling computers, even before the audit was released, until 
officials could make sure data had been properly removed from the units in stock. 
 

Focus of 
Recommendations 

on Effective and 
Efficient 

Government: 
 

The audit's recommendations were aimed at improving the effectiveness of the State's process 
for selling only "sanitized" computers: 
 
• The State's Information Technology Executive Council should strengthen, and then adopt 

and implement, an existing draft policy on disposing of computer media 
• The Executive, Legislative, and Judicial Chief Information Technology Officers should 

communicate the new policy to the agencies in their respective branches of government 
• The Department of Administration (which operates the Surplus Property Program) should 

require documentation that any computer offered for sale has been sanitized, or should 
require that Surplus Property staff do it themselves.  Officials should spot-check 
compliance by testing a sample of computers periodically. 

• We also made specific recommendations to the agencies on whose computers we found 
readable data. 

 
Usefulness to the 

Customer and 
Action Produced: 

 

Among the results the audit brought about: 
 
• The Department of Administration took additional steps to ensure that all computers 

would be properly sanitized before disposal. 
• The draft State policy on disposal of media was fast-tracked for adoption and 

implementation. 
• Surplus Property Program staff took steps to ensure that current and future surplus 

computers would be sanitized, either by overwriting, or simply removing and destroying, 
the hard drives. 

• Officials from the Judicial Branch indicated they would notify personnel in the district 
courts about the audit findings. 

• Kansas Sentencing Commission officials said they now have State computer staff pull 
and destroy the hard drives from any computers offered for sale, and return the pieces to 
the Commission for off-site disposal. 

• The other agencies identified as having thrown out computers containing sensitive 
information reported they had reviewed their procedures, and made modifications where 
appropriate to ensure all data and software were eliminated before the computers were 
released for sale. 

 
 In addition, the report received considerable media attention.  The text of a sampling of news 
articles is provided as an attachment. 
  

Attachments: 
 

The following documentation is attached: 
 

1. News articles documenting media attention garnered by the audit. 
2. A local TV story on the audit. 
3. A second local TV story. 
4. A copy of the June 2008 computer security audit report, Surplus Computer 

Equipment:  Determining Whether State Agencies Effectively Remove Software and 
Agency Data From Surplus Computers.   NOTE:  Appendix B in the report contains 
responses from the audited agencies in which they report on actions taken.  
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THURSDAY, JUNE 19, 2008

Topekan loses faith in state after major computer
error

VIDEO:
A Topeka woman says she's lost trust in the state
after old state computers with confidential information
still on them went up for sale to the public.

The Department of Administration says no identities
were reported stolen from the computers. Learn how
you can protect yourself by visiting our identity theft
information page.

Life-long Topekan Sheryl Morris says someone
at the state level needs to be held accountable
for a mistake that could have cost thousands of
Kansans their identity.

"They're the top ones," she said. "They need to
do their job and make sure all of our citizens are
secure. If you can't trust them, who can you
trust?"

State Surplus Property is where state auditors
found seven computers with confidential
information on them, including social security
numbers, for sale to the public.

This is the only one available to the public now.

"This shouldn't have ever happened to begin
with," Morris said.

We asked Gavin Young with the Department of
Administration if anyone is being held

accountable for the mistake.

"You know data removal as it's pointed out by post audit is the responsibility of each individual
agency," he said. "So what happened here, there was a disconnect between agency policies
and state surplus and disposal policies in general."

Now, each state agency must use one of these three methods to get rid of data on old
computers.

They can use software that wipes the disk clean, use a magnetizing method that erases the
disk using a powerful magnet, or just destroy the disk.

Though it was never its job to do it before, Surplus Property will also be responsible for erasing

By Marshanna Hester
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More like this

Used state computers found with confidential files June 18, 2008

KHPA informing consumers of an alleged loss of data CD March 23, 2007

Used state computers that had been sent to the Surplus Property agency to sell still contained
confi June 19, 2008

Identity thieves caught after computer breach at TJ Maxx headquarters March 30, 2007

Highland Park High School discovers mistake on AYP report October 8, 2008

Username:

Password:

Your e-mail:

the disk after it gets the computer from the state. That takes two hours.

We asked Young if the mistake is ever going to happen again.

"I would seriously doubt it," Young said.

"This shouldn't have happened to begin with," Morris said.

Comments
Phillbert (anonymous) says...

This is probably the most pointless story ever "reported.". "Lost faith in government"...
because, out of dozens if not hundreds of computers sold, a few weren't completely
wiped, with no proof of any problems caused...

Katrina, Iraq, not a big deal. But a handful of state computers don't get wiped and all
the sudden this "life-long resident" is surrounded by the shards of her broken belief in
representative democracy.

If this is the sort of "news" you're going to present, just broadcast static for the half
hour instead.

June 19, 2008 at 10:21 p.m. ( permalink | suggest removal )
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Used state computers that had been sent to the Surplus Property agency to sell still contained
confidential information, according to a state audit released Wednesday.

Related story
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Use the comment form below to begin a discussion about this content.
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Legislative Post Audit Committee 
Legislative Division of Post Audit

THE LEGISLATIVE POST Audit Committee and 
its audit agency, the Legislative Division of Post 
Audit, are the audit arm of Kansas government.  
The programs and activities of State government 
now cost about $13 billion a year.  As legislators 
and administrators try increasingly to allocate tax 
dollars effectively and make government work more 
effi ciently, they need information to evaluate the 
work of governmental agencies.  The audit work 
performed by Legislative Post Audit helps provide 
that information.

 We conduct our audit work in accordance 
with applicable government auditing standards 
set forth by the U.S. Government Accountability 
Offi ce.  These standards pertain to the auditor’s 
professional qualifi cations, the quality of the audit 
work, and the characteristics of professional and 
meaningful reports.  The standards also have been 
endorsed by the American Institute of Certifi ed 
Public Accountants and adopted by the Legislative 
Post Audit Committee.

 The Legislative Post Audit Committee is a 
bipartisan committee comprising fi ve senators and 
fi ve representatives.  Of the Senate members, three 
are appointed by the President of the Senate and 
two are appointed by the Senate Minority Leader.  
Of the Representatives, three are appointed by the 
Speaker of the House and two are appointed by the 
Minority Leader.

 Audits are performed at the direction of 
the Legislative Post Audit Committee.  Legislators 

or committees should make their requests for 
performance audits through the Chairman or any 
other member of the Committee.  Copies of all 
completed performance audits are available from 
the Division’s offi ce.

The Legislative Division of Post Audit supports full access to the services of State government for all 
citizens.  Upon request, Legislative Post Audit can provide its audit reports in large print, audio, or other 
appropriate alternative format to accommodate persons with visual impairments.  Persons with hearing 
or speech disabilities may reach us through the Kansas Relay Center at 1-800-766-3777.  Our offi ce 
hours are 8:00 a.m. to 5:00 p.m., Monday through Friday.

LEGISLATIVE POST AUDIT COMMITTEE

Senator Derek Schmidt, Chair
Senator Nick Jordan
Senator Les Donovan
Senator Anthony Hensley
Senator Chris Steineger 

Representative Virgil Peck Jr., Vice-Chair 
Representative Tom Burroughs
Representative John Grange
Representative Peggy Mast
Representative Tom Sawyer
 

LEGISLATIVE DIVISION OF POST AUDIT

800 SW Jackson
Suite 1200
Topeka, Kansas  66612-2212
Telephone  (785) 296-3792
FAX  (785) 296-4482
E-mail:  LPA@lpa.state.ks.us
Website:
http://kslegislature.org/postaudit
Barbara J. Hinton, Legislative Post Auditor

DO YOU HAVE AN IDEA FOR
IMPROVED GOVERNMENT EFFICIENCY OR COST SAVINGS?

The Legislative Post Audit Committee and the Legislative Division of Post Audit have launched an 
initiative to identify ways to help make State government more effi cient. If you have an idea to share 
with us, send it to ideas@lpa.state.ks.us, or write to us at the address above. 

You won’t receive an individual response, but all ideas will be reviewed, and Legislative Post Audit will 
pass along the best ones to the Legislative Post Audit Committee. 
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LEGISLATIVE DIVISION OF POST AUDIT 

800 SOUTHWEST JACKSON STREET, SUITE 1200
TOPEKA, KANSAS 66612-2212

TELEPHONE (785) 296-3792
FAX (785) 296-4482

E-MAIL:  lpa@lpa.state.ks.us

 

 

June 12, 2008

To:     Members, Legislative Post Audit Committee
 

Senator Derek Schmidt, Chair
Senator Les Donovan
Senator Anthony Hensley
Senator Nick Jordan
Senator Chris Steineger

Representative Virgil Peck Jr., Vice-Chair 
Representative Tom Burroughs
Representative John Grange
Representative Peggy Mast 
Representative Tom Sawyer

 
This report contains the f ndings, conclusions, and recommendations from our 

completed performance audit, Surplus Computer Equipment: Determining Whether State 
Agencies Effectively Remove Software and Agency Data From Surplus Computers.

 The report includes recommendations for the Department of Administration, Ad-
jutant General’s Off ce, Kansas Health Policy Authority, Kansas Sentencing Commission, 
Information Technology Executive Council (ITEC), and Chief Information Technology 
Off cers (CITOs) of the Executive, Judicial, and Legislative Branches.   

 We would be happy to discuss these recommendations or any other items in the 
report with any legislative commit tees, individual legislators, or other State off cials.

Barbara J. Hinton
   Legislative Post Auditor
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Get the Big Picture 
Read these Sections and Features: 

 
1. Executive Summary - an overview of the questions we 

asked and the answers we found. 
 

2. Conclusion and Recommendations - are referenced in 
the Executive Summary and appear in a box after each 
question in the report. 

 
3. Agency Response - also referenced in the Executive 

Summary and is the last Appendix. 
 

    Helpful Tools for Getting to the Detail 
 

 In most cases, an “At a Glance” description of the agency or 
department appears within the first few pages of the main report. 
 

 Side Headings point out key issues and findings. 
 
 Charts/Tables may be found throughout the report, and help provide 

a picture of what we found. 
 

 Narrative text boxes can highlight interesting information, or 
provide detailed examples of problems we found. 
 

 Appendices may include additional supporting documentation, along 
with the audit Scope Statement and Agency Response(s).  

Legislative Division of Post Audit 
800 SW Jackson Street, Suite 1200,   Topeka, KS 66612-2212 

Phone: 785-296-3792      E-Mail: lpa@lpa.state.ks.us 
Web: www.kslegislature.org/postaudit 

 

Get the Big Picture
Read the sections and features:

1. Executive Summary - an overview of the questions we
 asked and the answers we found.

2. Conclusion and Recommendations - appear in boxes at the 
end of the report sections.  The also are referenced in the   
Executive Summary.

3. Agency Response - is included as the last Appendix in the   
 report.

Helpful tools for Getting to the Detail

In many cases, an “• At a Glance” description of the agency or 
program appears within the f rst few pages of the main report.

Side Headings•  point out key issues and f ndings.

Charts and Tables•  found throughout the report help tell the story of 
what we found.

Narrative text boxes•  can highlight interesting information, or 
provide detailed examples.

Appendices include additional supporting detail, along with the • 
Scope Statement and Agency Response(s).
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Do State Agencies Effectively Purge Surplus Computers and 
Other Electronic Media Of Software and Agency Data 

Before Disposing of Them?
Agencies are responsible for removing all data from their computers 
before they dispose of them.  As the custodians of State data, agencies 
are responsible for removing the data from their computers before they 
make them available to the public.  Many of the records agencies handle 
are confi dential under State or federal law and must be protected, but it’s 
also a good practice to avoid needlessly exposing data that is sensitive 
but not confi dential.  Many common methods people use to take data off 
a computer don’t actually work, such as reformatting the hard drive.  Best 
practices call for completely removing all data by physically destroying the 
hard drive, demagnetizing it, or overwriting the entire drive with nonsense 
characters at least three times.  It’s also important to document the work 
done.   

 We found recoverable fi les on computers from four of the 
six agencies we looked at.  We picked 15 computers from Surplus 
Property and used inexpensive fi le recovery software to see if any of them 
contained agency fi les.  We were able to recover fi les from ten of the 
computers.  Seven computers contained confi dential information (social 
security numbers, Medicaid information, and password fi les), four contained 
sensitive fi les that agencies probably wouldn’t want made public, and one 
contained copyrighted music fi les. In general, it didn’t appear that much had 
been done to most of the computers to remove the data.  We found that 
the data weren’t properly removed from the computers because agencies 
lacked policies, thought that Surplus Property was removing the data, or 
did a poor job of keeping track of their computers.  Because of the severity 
of our early fi ndings, the Department of Administration temporarily stopped 
selling computers in early May until they could make sure data were 
properly removed from all they had in stock.

 The State needs to strengthen its policy for removing data 
from computers and educate agencies about that policy.    Currently, 
the only enterprise-wide policy on removing data from computers is diffi cult 
to fi nd, applies only to confi dential data, and lacks any documentation 
requirements.  The Information Technology Executive Council (ITEC) 
has a policy in draft form that is very close to best practice, but lacks a 
requirement on the number of times drives should be overwritten and 
documenting who did the work.  Finally, Surplus Property is in a perfect 
position to act as a fi nal control to protect data on computers from Topeka-
based agencies by removing data that agencies miss. 
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This audit was conducted by Allan Foster and Travis Williams.  Scott Frank was the audit manag-
er.  If you need any additional information about the audit’s fi ndings, please contact Mr. Foster at 
the Division’s offi ces.  Our address is: Legislative Division of Post Audit, 800 SW Jackson Street, 
Suite 1200, Topeka, Kansas 66612.  You also may call us at (785) 296-3792, or contact us via the 
Internet at LPA@lpa.state.ks.us.
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Under State law, agencies can dispose of outdated computer 
equipment through the State Surplus Property Program that is 
operated by the Department of Administration.  The equipment is 
f rst made available to organizations that are eligible to participate in 
a similar federal program, and then is offered for sale to the public.  
Although staff who operate the Surplus Property Program check the 
computer equipment for information before offering it up for sale, it’s 
the agency’s responsibility to ensure that all proprietary software and 
agency data have been removed before it disposes of the equipment.

Over the last several years, numerous audit reports have been released 
that look at whether federal, state, and local agencies across the 
country do an adequate job of purging data from computers and 
other electronic media before disposing of them.  In these reports, 
auditors consistently report f nding proprietary software and agency 
data—often conf dential—on computers that were about to be sold to 
the public.  These audit f ndings raised concerns about how Kansas 
agencies prepare their surplus computer equipment for disposal.

This performance audit answers the following question:

Do State agencies effectively purge surplus computers and 
other electronic media of software and agency data before 
disposing of them?  

To answer this question, we reviewed a sample of computers that 
Topeka-based State agencies had turned over to Surplus Property 
and attempted to recover f les from them.  When we found data 
on a computer, we reviewed a sample of documents looking for 
conf dential or sensitive data.  For agencies whose computers still had 
data on them, we reviewed agency disposal policies and interviewed 
agency off cials about how computers ended up at Surplus Property 
with recoverable f les.  Finally, we reviewed Information Technology 
Executive Council (ITEC) policies on disposal of computer 
equipment and compared them to best practices.

A copy of the complete scope statement for this audit approved by the 
Legislative Post Audit Committee is included in Appendix A.

We conducted this performance audit in accordance with generally 
accepted government auditing standards.  Those standards require
that we plan and perform the audit to obtain suff cient, appropriate

Surplus Computer Equipment: Determining Whether 
State Agencies Effectively Remove Software and 

Agency Data From Surplus Computers
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evidence to provide a reasonable basis for our f ndings and 
conclusions based on our audit objectives. We believe that the 
evidence obtained provides a reasonable basis for our f ndings and 
conclusions based on our audit objectives.
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Question 1:  Do State Agencies Effectively Purge Surplus Computers and 
Other Electronic Media of Software and Agency 

Data Before Disposing of Them?
Agencies often don’t remove data from computers that are sold to 
the public through Surplus Property.  We obtained computers from 
Surplus Property that had belonged to at least six Topeka-based State 
agencies and found data on 10 computers from four of those agencies.  
Of the 10 computers that still had data, seven had confi dential 
documents, including thousands of Social Security numbers.  It 
appeared that data weren’t properly removed because agencies lacked 
policies, relied on Surplus Property to remove the data, or did a poor 
job of keeping track of which computers had been processed and 
which hadn’t.  The State needs to strengthen its policy for removing 
data from computers and take appropriate steps to ensure that 
agencies are educated about the policy and are following it.  These 
and other fi ndings are discussed in the sections that follow.

  ANSWER IN BRIEF:  

In f scal year 2008, State agencies owned more than 80,000 
computers and servers.  All of these computers and servers eventually 
will become out-of-date and need to be disposed of.

By law, most State agencies located in Shawnee County must send 
all property—including computers—to State Surplus Property, a 
group within the Department of Administration that was established 
to dispose of excess property from State agencies.  Agencies located 
outside Shawnee County, as well as the Department of Transportation, 
have the authority to dispose of property themselves.  We didn’t 
perform any testwork on any computers that non-Topeka-based 
agencies owned.

When Surplus Property gets a computer from an agency, a staff 
member cleans it up, reformats the hard drive, and reinstalls the 
operating system.  Surplus Property sets a price for the computer 
and holds it for 30 days, during which time State agencies and other 
organizations that qualify for the federal surplus property program 
can buy it.  After 30 days, the computer is offered for sale to the 
public. In the 12 months ending April 30, 2008, Surplus Property 
disposed of approximately 600 computers on behalf of State agencies.

As the custodians of State data, agencies are responsible for 
removing the data from their computers before they make them 
available to the public.  Many of the records State agencies handle 
are conf dential under either federal or State law.  These include 
Social Security numbers, security information, certain employee 
personnel records, and medical and income tax records.   

Agencies Are 
Responsible for
Removing All Data 
FromTheir Computers 
Before They Dispose of 
Them
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Agencies that posses such records are responsible for protecting the 
conf dential data contained in them.  That responsibility extends to 
protecting the data when the computer holding the data is disposed 
of.  In addition, it’s good practice for agencies to avoid needlessly 
exposing sensitive internal documents that might not be conf dential, 
but that agencies normally wouldn’t make readily available to the 
public, such as employee phone numbers, evaluations of grant 
requests, and drafts of policy documents.  Therefore, it’s important for 
each agency to ensure that no computers leave its possession without 
removing all the data.  

Best practices call for completely removing data from a 
computer’s hard drive before disposing of it.   Most people don’t 
realize that data are very persistent on a computer.  Although they 
may be diff cult to f nd, the vast majority of all documents ever stored 
on a computer remain on the hard drive forever—even documents 
that have been deleted or lost.  Moreover, those documents remain 
accessible unless someone takes special actions to permanently 
remove them.  The following are examples of things that people 
commonly think will permanently remove data from a computer, but 
that really don’t:

deleting the fi les and emptying the trash 
reformatting the hard drive 
reinstalling the computer’s operating system 

In addition, when a hard drive “crashes” or quits working, the data are 
still there.  

Because data are so persistent, best practices have been developed to 
help organizations know what to do with hard drives they no longer 
need.  Generally, agencies can use any of the following three methods 
to completely and securely remove data:

Physically destroying  the hard drive by shredding or incinerating 
it.  This is considered the most secure method because it protects 
against any type of attempt to access the data.

Demagnetizing the disk  with a powerful magnet (“degaussing”).  
This makes the hard drive unusable, and prevents the data from being 
recovered using most tools.

Using specialized software to  overwrite the hard drive multiple 
times.  At a minimum, the hard drive should be overwritten three times.  
This makes it impossible to access the data with standard fi le recovery 
software, although very expensive tools, such as electron microscopes, 
still may be used to recover the data. 
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To determine if agencies had completely removed the data from their 
computers, we picked 15 computers from Surplus Property to review.  
Nine of the computers hadn’t been processed by Surplus Property 
staff and were in the condition the original agencies had left them.  
Six of the computers already had been processed by Surplus Property 
staff and were ready for sale.  We ended up with computers from 
at least six agencies; we couldn’t tie f ve of these computers to an 
agency.  

We used three techniques to recover f les from each computer:

First, we tried to  start up the computer to see if we could access any 
fi les that way. 

Next, we removed the hard drive and tried to  read it using another 
computer.

Finally, we used  fi le recovery software to see if we could fi nd fi les that 
didn’t show up with the other methods.  The software we used was 
readily available over the Internet, inexpensive ($60 per copy), and very 
simple to use.

Figure 1-1 on page 7 summarizes the results of our review of the 
15 computers.   As the table shows, data were completely removed 
on only 5 of those 15 computers.  We recovered f les from the other 
10.   Of the six agencies we were able to identify, four had at least one 
computer with recoverable f les.

The types of f les we were able to recover generally fell into the 
following three categories:

Seven computers contained information that’s  confi dential under 
State or federal law.  Most of this was personal information, including 
thousands of Social Security numbers, names of Medicaid benefi ciaries, 
and personnel information about State employees.

In addition, we were able to recover password fi les and other network 
fi les that would provide valuable information to aid computer hackers.

Four computers contained  sensitive agency fi les that aren’t 
confi dential, but that agencies likely wouldn’t want to make readily 
available to the public.  These included employee accident reports, 
a summary of the results of an agency investigation into alleged 
improprieties by a grant recipient, and architectural drawings of a State 
offi ce building.

One computer contained  copyrighted music fi les.

We Found Recoverable 
Files On Computers 
From Four of the 
Six Agencies We 
Looked At

In addition, best practices require that agencies clearly document 
what computers were processed, the date, how they were processed, 
who did the work, and the f nal disposition of the computer.  
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In general, it didn’t appear that much had been done to most of the 
computers to remove the data.  It wasn’t always possible to determine 
conclusively what steps each agency had taken.  As far as we can tell, 
here’s what had been done to the hard drives:

Five computers had been  fully overwritten and had all the data 
removed. We couldn’t recover anything from these computers.

Two computers had been  partially overwritten and had most of their 
data removed.   These computers had many fewer fi les, but we were able 
to fi nd a confi dential fi le on one of them.

Five computers had been  reformatted, which didn’t remove the data. 
We were able to recover most, if not all, the fi les from these computers.  
We couldn’t tell who reformatted the computers—the agencies or Surplus 
Property.

Nothing  had been done to three of the computers.  We easily retrieved 
all the fi les from these computers, each of which was from the group that 
Surplus Property staff hadn’t yet processed.

The data weren’t properly removed from the computers because 
agencies lacked policies, relied on Surplus Property to remove the 
data, or did a poor job of keeping track of their computers.  We 
looked at policies and talked to off cials from the four agencies with 
recoverable data to f nd out why data still existed on their surplus 
computers.  We found the following underlying reasons why the data 
hadn’t been properly removed:

The Adjutant General’s Offi ce  had no policy for removing data when 
the computer in our sample was taken out of service in 2002. 

Staff at both the Department of Administration and the Sentencing  
Commission thought that when Surplus Property wiped the hard 
drives, it would remove the data.  Although staff from Surplus Property 
do reformat the hard drives before they make the computers available to 
the public, this technique doesn’t adequately remove the data.

Staff at the Kansas Health Policy Authority did a  poor job of keeping 
records on what was done to each computer, allowing one of the 
computers in our sample to fall through the cracks.  The Authority 
normally contracts with DISC for all of its information technology work.  
However, in this case an Authority staff member volunteered to remove the 
data from several computers, including the ones in our sample.  The staff 
person didn’t keep track of what he’d done to each computer.  As a result, 
while one of the computers in our sample was overwritten properly, the 
second computer wasn’t overwritten.

The Department of Administration suspended the sale of computers 
at Surplus Property in early May.  As soon as we realized the extent 
of our f ndings, we contacted the Department and recommended it stop 
selling computers at Surplus Property until someone could securely 
remove all the data from each computer.   Department off cials agreed 
and quickly stopped selling computers.
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Recoverable
Files

Confidential
Files

Sensitive
Files

Copyrighted
Files

Computer #1 Yes x x x reformatted

Computer #1 No x x x nothing
Computer #2 No x x nothing
Computer #3 No x x nothing

Computer #1 Yes x x x reformatted
Computer #2 No overwritten

Computer #1 Yes x x x reformatted

Computer #1 No overwritten
Computer #2 No overwritten

Computer #1 No overwritten

Computer #1 No x x x partially overwritten
Computer #2 Yes x partially overwritten
Computer #3 Yes x reformatted
Computer #4 Yes x reformatted
Computer #5 No overwritten

15 Computers 6 10 7 4                    1

Figure 1-1
Summary of Results From Review of Computers Obtained From Surplus Property

TOTAL FOR SAMPLE

Source: LPA review of computers obtained from Surplus Property.

AGENCY UNKNOWN

AGENCIES WITH RECOVERABLE FILES

AGENCIES WITHOUT RECOVERABLE FILES

Did the computer contain:
Processed
by Surplus 
Property?

What Appeared To 
Have Been Done To 

Remove Files?

Agency/
Computer

Adjutant General's Office

Department of Administration

Kansas Sentencing Commision

Kansas Health Policy Authority

Kansas Bureau of Investigation

Insurance Department
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As part of this audit, we evaluated the adequacy of the State’s 
enterprise-wide policies on removing data from surplus computers.  
Currently, there’s no stand-alone policy addressing how surplus 
computers should be handled.  However, the State’s Information 
Technology Executive Council (ITEC) does include requirements 
for handling surplus computers in its default security policies, which 
establish minimum security policy requirements for agencies.   ITEC 
currently is developing a more thorough stand-alone policy, but it’s 
still in draft form.  Both policies have shortcomings, as described 
below:

The requirements for handling surplus computers in the  default 
policy are diffi cult to fi nd, apply only to confi dential data, and 
have inadequate documentation requirements.  The ITEC default 
policies are contained in a very large document, and the policy on 
surplus computers is buried in a section on “physical security.”  The 
policy specifi es what should be done to remove confi dential data from 
hard drives, but doesn’t address other types of information.  It also 
doesn’t address documentation requirements.  Proper documentation 
would help agencies ensure they’d removed data from all the computers 
leaving the agency, would allow agency security personnel to better 
monitor the agency’s security, and would allow offi cials at Surplus 
Property to know when they needed to do more work on a computer to 
ensure it didn’t have data on it when it was sold.  

The  draft stand-alone policy is much stronger, but it lacks 
requirements on the number of times drives should be overwritten.  
The policy appears to have been largely based on current best practice.  
It is very complete, and includes the recordkeeping requirements that 
are missing from the current default policy.  The draft policy lacks only a 
requirement on the specifi c number of times a drive must be overwritten 
(current best practice is three times), and a requirement that a specifi c 
person must sign that the work was done.

While agencies are responsible for taking care of their own data, 
Surplus Property is in a perfect position to act as a fi nal control 
to protect data on computers that Topeka-based State agencies 
dispose of.  Because computers from most State agencies in Shawnee 
County come through Surplus Property, it seems an obvious point of 
control to prevent any computers from being sold to the public that 
contain data.  Surplus Property could overwrite or demagnitize all 
computers, unless there was a specif c certif cation from the agency 
stating that the data had been properly removed.

The State Needs To 
Strengthen Its Policy 
For Removing Data 
From Computers and 
Educate Agencies 
About That Policy
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  Conclusion: The fact that we were able to use simple, inexpensive software 
to retrieve conf dential f les from almost half of the 15 surplus 
computers we reviewed is frightening.   Our review didn’t include 
State agencies located outside the Topeka area, but there’s little 
reason to think that their computer disposal practices are much better.  
The State has a signif cant problem with how surplus computers 
are handled, and is at signif cant risk of disclosing conf dential or 
sensitive data to the public or even to potential hackers.  Should 
that happen, the State could face both costly and embarrassing 
consequences.   

Solving the problem with surplus computers will require a multi-
tiered approach—developing strong State policies on how to remove 
data from surplus computers, educating agencies about those policies 
so they can develop their own processes, and ensuring that agencies 
are following those policies.  For Topeka-based agencies, Surplus 
Property could serve as the f nal safety net to ensure that all the 
computers it disposes of have had the data removed properly. On the 
other hand, agencies outside of Topeka will need to be especially 
careful with how they handle their surplus computers, because there’s 
no other agency that can act as the safety net.  

To help ensure that State computers don’t contain any data when 1. 
they are disposed of, ITEC should adopt the ITEC Security 
Council’s draft media disposal policy as soon as possible.

To strengthen the draft media disposal policy, ITEC should add 2. 
the following requirements to the policy:

when overwriting a hard drive, agencies must overwrite the  a. 
drive three times.
in documenting removal of data from a hard drive, the agency  b. 
must also document the name of the person doing the work. 

Recommendations 
For The Information 
Technology Executive 
Council (ITEC):
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To help ensure that all State agencies understand their 3. 
responsibilities to protect data in their possession, and understand 
how to adequately carry out that responsibility, the Executive, 
Legislative, and Judicial Branch CITOs should communicate 
the new media disposal policy to all State agencies under their 
jurisdiction, and should explain the importance to all agencies 
of following that policy.  Each CITO should take special care to 
ensure that agencies located outside Shawnee County understand 
that the State’s policy applies to them as well, because these 
agencies dispose of their computers directly.

To help ensure that all data have been removed from computers 4. 
that are disposed of through Surplus Property, the Department 
should require that all surplus computers be accompanied by 
a certif cate from the agency stating that all data have been 
properly removed from the computer.  If a computer is delivered 
without such a certif cate, Surplus Property should overwrite, 
demagnetize, or destroy the hard drive in conformance with best 
practices.

To help ensure that agencies are complying with the policies, the 5. 
Department should monitor compliance by checking a sample of 
computers at Surplus Property periodically using methods similar 
to those we used in this audit.  

  

To ensure that they don’t continue to dispose of computers with 6. 
data on them, these agencies should immediately adopt policies 
and procedures that, at a minimum, require the following actions 
when disposing of a computer:

The hard drive must be destroyed, demagnetized, or a. 
overwritten
If the drive is overwritten, it must be overwritten at least three b. 
times
Staff must document the following to certify that all data were c. 
removed:

serial number of the computeri. 
method used to eliminate the dataii. 
date the work was doneiii. 
who did the workiv. 
f nal disposition of the computerv. 

Recommendations For 
The Department of 
Administration:

Recommendations For 
The Kansas Sentencing 
Commission, Kansas 
Health Policy Authority, 
Adjutant General’s 
Offi ce, and Department 
of Administration:

Recommendations 
For the Executive, 
Legislative, and 
Judicial Branch Chief 
Information Technology 
Offi cers (CITOs):
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APPENDIX A

Scope Statement

This appendix contains the scope statement for this audit of surplus computers.  This 
audit was conducted as part of the ongoing information system security audit work authorized by 
the Legislative Post Audit Committee.
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SCOPE STATEMENT

Surplus Computer Equipment: Determining Whether State Agencies 
Effectively Remove Software and Agency Data From Surplus Computers

Under State law, agencies can dispose of outdated computer equipment through the State 
Surplus Property Program that is operated by the Department of Administration.  The equipment 
is f rst made available to individuals or entities that are eligible to participate in a similar federal 
program, and then is offered for sale to the public.  Although staff that operate the Surplus 
Property Program check the computer equipment for information prior to offering it up for sale, 
it’s the agency’s responsibility to ensure that all proprietary software and agency data have been 
removed before it disposes of the equipment.

Over the last several years, numerous audit reports have been released that look at 
whether federal, state, and local agencies across the country do an adequate job of purging data 
from computers and other electronic media before disposing of them.  In these reports, auditors 
consistently report f nding proprietary software and agency data—often conf dential—on 
computers that were about to be sold to the public.  These audit f ndings raise concerns about 
how Kansas agencies prepare their surplus computer equipment for disposal.

This computer security audit would answer the following question:

Do State agencies effectively purge surplus computers and other electronic media 1. 
of software and agency data before disposing of them?  To answer this question, we 
would review a sample of computers and other electronic media that have been turned 
over to State Surplus Property to determine if they have readable data on them, including 
licensed operating system software, licensed application software, and data of a sensitive, 
personal, or conf dential nature.  For the computers in the sample, we would review 
documentation and interview off cials from the agency that disposed of the equipment 
as necessary to understand their policies for disposing of computer equipment.  For 
any computers or media that contain readable data, we would interview off cials from 
the responsible agency and review documentation to determine why the data weren’t 
properly removed.  We would conduct additional test work as necessary.

Estimated Resources:  5-7 weeks
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APPENDIX B

Agency Responses

 On June 6, 2008, we provided copies of the complete draft audit report to the following 
agencies and off cials:

the Department of Administration 

the Chair of the Information Technology Executive Council 

the Chief Information Technology Off cers of the Executive, Legislative, and Judicial  

Branches

the Kansas Sentencing Commission  

the Kansas Health Policy Authority 

the Adjutant General’s Off ce 

 These agencies generally concurred with the report’s f ndings, conclusions, and 
recommendations.   All the responses are included in this appendix.  The Executive Branch Chief 
Technology Off cer’s response is included in the Department of Administration response.
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