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Nearly $4.2 Million Stolen from Cuyahoga Heights Schools  

Tuesday, October 16, 2012  

Columbus – Nearly $4.2 million was stolen from the Cuyahoga Heights School District by a 
former IT director according to a special audit of the district released today by Auditor of State 
Dave Yost. In a press conference today, Auditor Yost and Superintendent Dr. Edwin Holland 
outlined the findings. 

“What the Palazzo brothers did stuns the conscience – money for nothing,” Auditor Yost said. 
“We are sending this to the prosecutor for consideration of criminal charges.” 

This special audit focused on payments made to vendors for IT equipment by former district IT 
Director Joseph Palazzo. Auditors reviewed records for the period of July 1, 2007 through 
February 22, 2011. 

According to audit findings, Palazzo authorized 436 payments for a total of $3,844,155 to seven 
companies for which the district received no goods or services. These payments were made to 
seven vendors, all of which were owned or operated by family members or friends of Palazzo. 
Ten findings for recovery were issued against various vendors and individuals for the total 
amount of $3,844,155. 

Another 179 transactions totaling $336,495 were found to be made for goods or services that 
cannot be located by the district. For example, certain individuals not employed by the district 
received equipment, cellular phones, accessories and service plans, all paid for by the district. A 
finding for recovery was issued against Joseph Palazzo in the amount of $336,495, with 
additional individuals held jointly and severally liable for portions of the amount. 

Additionally, a review of bank records revealed payments totaling $1,308,194 were made 
directly to Joseph Palazzo from four of the seven vendors after they received their payments 
from the District. 

The findings in this special audit have been forwarded to the Cuyahoga County Prosecutor’s 
office. 

In February 2011, a Cuyahoga Heights School Board member contacted the Auditor of State’s 
office to express concerns over district IT purchases. Auditor of State staff also met with the 
district’s treasurer, who expressed similar concerns. A preliminary examination of records was 



conducted and reviewed by the Auditor of State’s Special Audit Task Force. The special audit 
was launched on March 1, 2011. 

A full copy of this special audit may be accessed online. 

### 

The Auditor of State’s office, one of five independently elected statewide offices in Ohio, is 
responsible for auditing more than 5,600 state and local government agencies. Under the 
direction of Auditor Dave Yost, the office also provides financial services to local governments, 
investigates and prevents fraud in public agencies and promotes transparency in government. 

Contact: 
Carrie Bartunek 
Press Secretary 
614-644-1111 

 



Ohio Auditor of State – Summary of Criteria 
2014 NSAA Awards Program – Forensic Report Award Category 
 
Criteria 1: 
Methodology used to uncover and investigate the issue 
 
In February 2011, a concerned member of the Cuyahoga Heights Local School District (District) Board of 
Education contacted the Ohio Auditor of State’s fraud hotline to express concerns over District information 
technology (IT) equipment purchases.  The allegations included related party transactions between the 
District’s IT director, Joseph Palazzo, and members of his family, as well as goods and services being 
diverted to non-district operations.   
 
As a result of the hotline referral, our office conducted interviews of the District treasurer and certain board 
members and a preliminary investigation was initiated.  The results of the preliminary investigation indicated 
the need for a detailed Special Audit.   
 
Our audit procedures included the following steps: 

 Obtain District vendor history reports and determine payments made to companies known to be 
related to the former IT Director; 

 Obtain voucher packages, invoices, and checks for payments made and determine whether goods 
and services were received by the District; and  

 Using vendor history reports, identify legitimate expenditures for IT equipment and determine whether 
goods or services were diverted to unauthorized individuals for purposes unrelated to District 
operations. 

 
During the course of our Special Audit work, we were able to identify the individuals involved in perpetrating 
the fraud and the extent of their involvement, while maintaining an appropriate level of professional 
skepticism.  We analyzed 1,153 IT invoices, determining 615 were fraudulent.   
 
Throughout the Special Audit and during the successful prosecution of the case, we maintained a close 
working relationship with the Federal Bureau of Investigation, the Internal Revenue Service, the Cuyahoga 
County Office of the Prosecutor, the Cuyahoga County Sheriff’s Department, and the United States Attorney 
of the Northern District of Ohio, all of whom were involved in varying aspects of the case.   
 
Criteria 2:   
Significance of the matter on entity’s services and the financial outcome 
 
The District immediately placed the IT Director on administrative leave and subsequently terminated his 
employment.  The District also replaced its Superintendent and Treasurer (both of whom left the District 
during our Special Audit) and proactively hired an independent public accounting firm to perform an audit of 
the internal control environment while our Special Audit fieldwork was ongoing.  Significant changes were 
made to the District’s purchasing procedures.    

 
Criteria 3: 
Usefulness of the forensic report to law enforcement and the management of government 
 
Our Special Audit report was the driving force used by the United States Attorneys to secure a conviction of 
Mr. Palazzo and indictments of two additional men involved in perpetrating this theft of school district funds.   
 
In addition to the above, our Special Audit report has been used as a basis for case study presentations, used 
to train auditors within the Ohio Auditor of State’s office.  In May 2014, this case study will be presented at the 
14th annual Emerging Trends in Fraud Conference in Columbus, Ohio, attended by investigators and auditors 
across the state and across the country.     
 
Upon completion of the Special Audit, the District created a “Fiscal Responsibility” page on their website.  
This page serves as a “one-stop shop” for the community to view a summary of the Special Audit results, the 
press conference held by Ohio Auditor of State Dave Yost, a public statement by the Board, the Board’s 
monthly meeting with an update on the investigation, and the entire video of the community dialogue (referred 
to in Criteria 6, below).  



 
Criteria 4: 
Focus of the recommendations on addressing and preventing the issue in the future 
 
The two biggest weaknesses which allowed this theft to occur were the failure of the District to have a policy 
on adding new vendors to its procurement list and failure to adequately segregate incompatible duties.  The 
District took swift action to address both weaknesses during the course of our fieldwork, in an effort to prevent 
a theft like this from happening again.   
 
Criteria 5: 
Clarity and conciseness of communication style 
 
On October 16, 2012, the Ohio Auditor of State publicly issued the Special Audit Report of the Cuyahoga 
Heights Local School District.  This 14-page report clearly and concisely narrates our special audit procedures 
and the results of our audit.  Additionally, multiple management recommendations were made for the District 
to improve its internal control environment.   
 
In addition to our written report, Auditor Yost held a press conference at the District wherein he acknowledged 
changes already made by the District.  In a press release, Auditor Yost was quoted as saying “What the 
Palazzo brothers did stuns the conscience – money for nothing.”   
 
Criteria 6: 
Unique outcome or other changes 
 
Cuyahoga Heights Local School District held its first ever “Community Dialogue”, which was a public meeting, 
hosted by the Superintendent and the Treasurer explaining in detail the changes the District was 
implementing as a result of the Ohio Auditor of State’s Special Audit Report.  The Community Dialogue lasted 
nearly two hours, included an extensive public comment/question session, and was posted to the District’s 
website for review by citizens who were unable to attend.  One very important portion of this community 
dialogue was a video demonstration by the Treasurer of the entire purchasing process, including sample 
documents, from the requisition through the purchase order, invoice and finally the payment.     
 
The District created a new watchdog committee.  The Financial Forecasting Advisory Committee is comprised 
of community members with experience in areas such as finance, real estate, and law.  The committee meets 
with District administrators to facilitate open dialogue and exchange of ideas to improve District operations.  
The Board also resurrected its Finance Committee and began holding public Finance Committee meetings as 
well.   
 
Other changes the District made as a result of our audit work included implementing a new inventory system, 
training District employees on the Ohio Auditor of State’s fraud hotline, and hiring an independent fiscal 
consultant to analyze the District’s budget, cash flow and five-year forecast.   
 
Criteria 7: 
Results of the engagement 
 
The Special Audit of Cuyahoga Heights Local School District resulted in one of the largest findings in the 
history of the Ohio Auditor of State.  Findings for recovery were issued totaling nearly $4.2 million.  
Additionally, our Special Audit report was used as a basis to obtain a conviction of Joseph Palazzo.  Mr. 
Palazzo was sentenced to 11 years and four months in federal prison and was ordered to pay restitution in 
the amount of $3.4 million.   
 
Please see the attached Special Audit Report for full results of our procedures.    
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INDEPENDENT ACCOUNTANTS’ REPORT

Cuyahoga Heights Local School District 
4820 East 71st Street  
Cuyahoga Heights, Ohio 44125 

We conducted a special audit of the Cuyahoga Heights Local School District (the District) by performing 
the procedures enumerated in the attached Supplement to the Special Audit Report for the period July 1, 
2007 through February 22, 2011, (the Period) solely to: 

� Identify District payments made to vendors related to former Information Technology (IT) 
Director, Joseph Palazzo, and determine whether corresponding goods or services were 
received by the District. 

� Identify District payments made to other vendors for IT equipment and determine whether 
invoiced goods or services were received by the District or diverted to unauthorized 
individuals for purposes unrelated to District operations. 

� Determine the disposition of used laptops and other District computer equipment allegedly 
shipped to an IT equipment disposal company. 

This engagement was conducted in accordance with the Quality Standards for Inspections established by 
the President’s Council on Integrity and Efficiency (January 2005). The procedures and associated 
findings are detailed in the attached Supplement to the Special Audit Report.  A summary of our 
procedures and significant results is as follows: 

1. We examined District payments to vendors related to former IT Director, Joseph Palazzo, to 
determine whether invoiced goods or services were received by the District. 

Significant Results – The District made 436 payments totaling $3,844,155 to seven 
companies related to Joseph Palazzo for which the District received no apparent goods or 
services.  Additionally, a review of bank records disclosed 347 payments totaling $1,308,194 
from four of these companies to Mr. Palazzo after District payments were received by the 
vendors.

The District made four payments totaling $14,663 to two companies for goods and services 
received for personal use by Joseph Palazzo for which the District did not receive 
reimbursement from Mr. Palazzo.   

The District also made a payment in the amount of $4,499 to a District teacher assistant, as initiated 
and approved by Joseph Palazzo, for which the supporting documentation was falsified to 
represent an employee expense reimbursement for training related costs that were not 
actually incurred by the employee. 

For these instances, we issued ten findings for recovery totaling $3,863,317.     

We also issued a management recommendation regarding developing policies and 
procedures to add new vendors.     
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2. We examined District payments made to vendors for IT equipment to determine whether invoiced 
goods or services were received by the District or diverted to unauthorized individuals for 
purposes unrelated to District operations. 

Significant Results - We examined 1,555 transactions recorded on 717 voucher packets.  Of 
the 1,555 transactions examined, 179 totaling $336,495 represented goods or services 
purchased which were diverted for purposes unrelated to District operations.  Additionally, 30 
of those 179 transactions were supported by altered documents. 

We issued a finding for recovery for these items totaling $336,495. 

Additionally, we issued a noncompliance citation pertaining to the District’s record retention 
and three management recommendations regarding segregation of duties, inventory policy 
and oversight, and cellular phone policy and usage oversight. 

3. We examined District records and inquired with District personnel to determine the 
disposition of used laptops and other District computer equipment allegedly shipped to an IT 
equipment disposal company.  

Significant Results – The District did not maintain documentation of items disposed of as part 
of the shipment in question.  Given the District’s lack of documentation of the disposed 
inventory, we were unable to prepare a listing of disposed equipment.    

The District did receive a payment totaling $6,375 from Ideal Technologies LLC as apparent 
compensation for the disposed inventory.  The company also provided a spreadsheet 
listing items that were shipped from the District.  However, we were unable to compare this 
shipment information to District records since the District did not maintain any such 
documentation. 

We issued a management recommendation regarding the disposal of District assets. 

4. On October 8, 2012, we held an exit conference with the following individuals representing 
the School:   

Dr. Stephen Kenzig, Board Member   Dr. Holly L. Thacker, Board Member 
Reno Contipelli, Board Member   Roylene Sample, Board Member 
Gary Suchocki, Board Member   Colin Jennings, Board Counsel 
Dr. Edwin Holland, Superintendent   Debbie Herrmann, Treasurer 

The attendees were provided an opportunity to respond to this special audit report.  However, a response 
was not received.       

Dave Yost 
Auditor of State 

October 8, 2012 
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Background 

In February 2011, a District Board member contacted our office via telephone to express concerns over 
District Information Technology purchases.  Additionally, the District Treasurer met with representatives 
of the Auditor of State's (AOS) Cleveland Regional Office to express similar concerns.  The District's 
Director of Information Technology, Joseph Palazzo, used companies owned or operated by his brother, 
Dominick Palazzo, or companies otherwise related, as primary IT vendors over the past four years.  The 
District expended an estimated three million dollars to these companies over this time period.  Of these 
companies, two used post office boxes as mailing addresses and another used the home address of 
Dominick Palazzo.  

The District also noted payments to vendors for IT equipment, including laptops and BlackBerry devices, 
for which the goods or services were diverted to unauthorized individuals for purposes unrelated to 
District operations.  Additionally, the District noted a shipment of used laptops and other IT equipment 
allegedly sent to an IT equipment disposal company for which no documentation was available to verify 
the equipment was properly sent to the disposal company.       

A preliminary examination was conducted by the AOS and the results were forwarded to the AOS Special 
Audit Task Force.  On March 1, 2011, the AOS initiated a special audit of the District. 
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 Objective No. 1 - Related Vendors

PROCEDURES

We obtained District vendor history reports to identify payments made to companies known to be related 
to the former IT Director Joseph Palazzo and payments made to other companies in question. 

We examined voucher packages, invoices, and checks for payments made to determine whether goods 
or services indicated were received by the District.  

RESULTS

We identified seven vendors which were related to former IT Director Joseph Palazzo either through 
ownership by his brother, Dominick Palazzo, or ownership by friends of the Palazzo family.  During the 
Period, the District made 436 payments totaling $3,844,155 to these vendors for which no apparent 
goods or services were received by the District.  

A review of the vendors’ bank records disclosed 347 payments to Joseph Palazzo totaling $1,308,194 
from four of the seven vendors after the vendors received payments from the District.  Additionally, there 
was no evidence that Mr. Palazzo disclosed these relationships to the Board.   

We also identified four payments totaling $14,663 made to two companies for goods and services 
received for personal use by Joseph Palazzo for which he did not reimburse the District. 

We noted one payment in the amount of $4,499 made to a District teacher, as initiated and approved by 
Joseph Palazzo, for which the supporting documentation was falsified to represent an employee 
expense reimbursement for training related costs that were not actually incurred by the employee.  

FINDINGS FOR RECOVERY

Finding for Recovery - Laptops and More, Inc.
During the Period, the District issued 156 checks totaling $1,629,474 and incurred nine credit card 
transactions totaling $31,517 to Laptops and More, Inc.  Based on a search of the Ohio Secretary of 
State website, this company was registered with the Ohio Secretary of State on August 22, 2007 and 
the registering agent and incorporator was Dominick Palazzo.     

The documented purposes of such payments included technology support, laptop computers, servers 
and other technology related items.  On several of the purchase orders and invoices for this vendor, we 
identified the same spelling errors on both documents.  The purchase requisitions for these transactions 
were initiated and approved by Joseph Palazzo, and the purchase orders were initialed by Joseph 
Palazzo indicating receipt of goods or services and approval of payments.  However, there was no 
evidence to support that any goods or services purchased had been received by the District.   

Documents obtained through subpoenas, revealed the checks issued to this company were deposited 
into bank accounts in the name of Laptops and More, Inc. Dominick Palazzo was the authorized 
signatory included on the signature cards for these accounts. Upon deposit of the District checks into 
the Laptops and More, Inc. account, subsequent payments were issued payable to Joseph Palazzo from 
Laptops and More, Inc. totaling $660,795.  Our review of the vendor’s bank account revealed there was 
no apparent business activity for Laptops and More, Inc. other than with the District.     
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Additionally, Laptops and More, Inc. issued payments to three individuals that were considered District 
volunteers.  Checks written to these individuals from the Laptops and More, Inc. account were marked 
as payroll.  Payments were made to Michelle Protiva in the amount of $73,600, Alysse Kuznik in the 
amount of $55,200 and Cristina Rinella in the amount of $18,000.  Each of these women completed 
applications on file with the District in which they specifically stated they were applying for volunteer 
positions within the IT department.  Additionally, District Board minutes approved each of them 
as volunteers for the technology department.  

In accordance with the foregoing facts and pursuant to Ohio Rev. Code Section 117.28, a finding for 
recovery for public money illegally expended is hereby issued against Laptops and More, Inc., Dominick 
Palazzo and Joseph Palazzo, jointly and severally, in the amount of $1,660,991 and, jointly and 
severally, against Michelle Protiva in the amount of $73,600, Alysse Kuznik in the amount of $55,200, 
and Cristina Rinella in the amount of $18,000, in favor of the District. 

Finding for Recovery - DDR Technology Co.
From January 2009 through January 2011, the District issued 73 checks totaling $648,035 to DDR 
Technology Co.  Based on a search of the Ohio Secretary of State website, this company was 
registered with the Ohio Secretary of State on January 12, 2009 and the registering agent was David 
Donadeo (also known as David Rupp), a Palazzo family friend.     

The documented purposes of such payments included technology support, computers, software 
licenses and other technology related items.  On three of the purchase orders and invoices for this 
vendor, we identified the same spelling errors on both documents.  The purchase requisitions for these 
transactions were initiated and approved by Joseph Palazzo, and the purchase orders were initialed by 
Joseph Palazzo indicating receipt of goods or services and approval of payments.  However, there was 
no evidence to support that any goods or services purchased had been received by the District.   

Documents obtained through subpoenas revealed the checks issued to this company were deposited 
into a bank account in the name of DDR Technology Co. which was opened in January 2009, the same 
time the District began making payments to this company.  David Donadeo was the authorized signatory 
included on the signature card for this account.  Upon deposit of the District checks into the DDR 
Technology bank account, subsequent payments were issued payable to Joseph Palazzo from DDR 
Technology totaling $350,090.  Also, there was no apparent business related activity noted within the 
DDR Technology bank account other than with the District.       

In accordance with the foregoing facts and pursuant to Ohio Rev. Code Section 117.28, a finding for 
recovery for public money illegally expended is hereby issued against DDR Technologies, David 
Donadeo and Joseph Palazzo, jointly and severally, in the amount of $648,035, in favor of the District. 

Finding for Recovery - Forte Promotions Group, Inc.
During the Period, the District issued 62 checks totaling $491,604 to Forte Promotions Group, Inc. 
Based on a search of the Ohio Secretary of State website, this company was registered with the Ohio 
Secretary of State on October 11, 2005 and the registering agent was Dominick Palazzo.     

The documented purposes of such payments included web design and voice-over talent.  The purchase 
requisitions for these transactions were initiated and approved by Joseph Palazzo, and the purchase 
orders were initialed by Joseph Palazzo indicating receipt of goods or services and approval of 
payments.  However, there was no evidence to support that any goods or services purchased had been 
received by the District.   

Documents obtained through subpoenas revealed the checks issued to this company were deposited 
into bank accounts in the name of Forte Promotions Group, Inc. Dominick Palazzo was the authorized 
signatory included on the signature cards for these accounts.  Upon deposit of the District checks into 
the Forte Promotions Group, Inc. bank account, subsequent payments were issued payable to Joseph 
Palazzo from Forte Promotions Group, Inc. totaling $178,688.       
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In accordance with the foregoing facts and pursuant to Ohio Rev. Code Section 117.28, a finding for 
recovery for public money illegally expended is hereby issued against Forte Promotions Group, Inc., 
Dominick Palazzo and Joseph Palazzo, jointly and severally, in the amount of $491,604 in favor of the 
District. 

Finding for Recovery - Impact Global LLC
From August 2009 through December 2010, the District issued 32 checks totaling $268,913 to Impact 
Global LLC.  Based on a search of the Ohio Secretary of State website, this company was registered 
with the Ohio Secretary of State on April 27, 2009.  The registering agent was David Donadeo and the 
incorporator was Dominick Palazzo.     

The documented purposes of such payments included maintenance agreements, servers, software 
renewals and other technology related items.  The purchase requisitions for these transactions were 
initiated and approved by Joseph Palazzo, and the purchase orders were initialed by Joseph Palazzo 
indicating receipt of goods or services and approval of payments.  However, there was no evidence to 
support that any goods or services purchased had been received by the District.   

Documents obtained through subpoenas revealed the checks issued to this company were deposited 
into a bank account opened in June 2009 in the name of Impact Global LLC dba The JumpYard.  
Dominick Palazzo and David Donadeo were the authorized signatories included on the signature card 
for this account.  There was no apparent technology related business activity noted within the Impact 
Global LLC bank account other than with the District.     

In accordance with the foregoing facts and pursuant to Ohio Rev. Code Section 117.28, a finding for 
recovery for public money illegally expended is hereby issued against Impact Global LLC, David 
Donadeo, Dominick Palazzo and Joseph Palazzo, jointly and severally, in the amount of $268,913 in 
favor of the District. 

Finding for Recovery - Bernie King
During the Period, the District issued 49 checks totaling $391,959 to Bernie King, a Palazzo family 
friend.  Based on a search of the Ohio Secretary of State website, there was no company in the name of 
Bernie King registered with the Ohio Secretary of State.     

The documented purposes of such payments included computers, servers, technology support and 
other technology related items.  The purchase requisitions for these transactions were initiated and 
approved by Joseph Palazzo, and the purchase orders were initialed by Joseph Palazzo indicating 
receipt of goods or services and approval of payments.  However, there was no evidence to support that 
any goods or services purchased had been received by the District.   

In accordance with the foregoing facts and pursuant to Ohio Rev. Code Section 117.28, a finding for 
recovery for public money illegally expended is hereby issued against Bernie King and Joseph Palazzo, 
jointly and severally, in the amount of $391,959 in favor of the District. 

Finding for Recovery - MacWin-Protocol Technology Services, Inc.
From January 2008 through December 2010, the District issued 35 checks totaling $260,167 to 
MacWin-Protocol Technology Services, Inc.  Based on a search of the Ohio Secretary of State website, 
this company was registered with the Ohio Secretary of State on February 11, 2008, and the registering 
agent and incorporator was Dennis Boyles, a Palazzo family friend.     

The documented purposes of such payments were for software and other technology related items.  The 
purchase requisitions for these transactions were initiated and approved by Joseph Palazzo, and the 
purchase orders were initialed by Joseph Palazzo indicating receipt of goods or services and approval 
of payments.  However, there was no evidence to support that any goods or services purchased had 
been received by the District.   
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Documents obtained through subpoenas, revealed the checks issued to this company were deposited 
into a bank account opened in February 2008 in the name of MacWin-Protocol Technology Services.  
Dennis Boyles was the authorized signatory for this account.  Upon deposit of the District checks into 
the MacWin Protocol Technology Services, Inc. bank account, subsequent payments were issued 
payable to Joseph Palazzo from this account totaling $118,621.  Also, there was no apparent business 
related activity noted within the MacWin-Protocol Technology Services, Inc. bank account other than 
with the District.     

In accordance with the foregoing facts and pursuant to Ohio Rev. Code Section 117.28, a finding for 
recovery for public money illegally expended is hereby issued against MacWin-Protocol Technology 
Services, Inc., Dennis Boyles and Joseph Palazzo, jointly and severally, in the amount of $260,167 in 
favor of the District. 

Finding for Recovery - Independent Cable
From March 2009 through December 2010, the District issued 20 checks totaling $122,486 to 
Independent Cable.  Based on a search of the Ohio Secretary of State website, this company was 
registered with the Ohio Secretary of State on May 22, 1996, and the registering agent was Michael 
James, a Palazzo family friend.     

The documented purposes of such payments included television mounts, fiber cable and service hours. 
The purchase requisitions for these transactions were initiated and approved by Joseph Palazzo, and 
the purchase orders were initialed by Joseph Palazzo indicating receipt of goods or services and 
approval of payments.  However, there was no evidence to support that any goods or services 
purchased had been received by the District.   

In accordance with the foregoing facts and pursuant to Ohio Rev. Code Section 117.28, a finding for 
recovery for public money illegally expended is hereby issued against Independent Cable, Michael 
James and Joseph Palazzo, jointly and severally, in the amount of $122,486 in favor of the District. 

Finding for Recovery - Customized Phone System
During the Period, the District issued 31 checks totaling $111,934 to Customized Phone Systems.  
Based on a search of the Ohio Secretary of State website, this company was registered with the Ohio 
Secretary of State.  

The documented purposes of such payments included building wiring and on two invoices for this 
vendor, we identified labor and installation costs for installing three flat panel televisions and equipment 
associated with the installation of the televisions.  The purchase requisitions for these transactions were 
initiated and approved by Joseph Palazzo, and the purchase orders were initialed by Joseph Palazzo 
indicating receipt of goods or services and approval of payments.  However, there was no evidence to 
support that the goods or services totaling $10,643 had been received by the District.  There was no 
documentation showing Joseph Palazzo reimbursed the District for this equipment.   

In accordance with the foregoing facts and pursuant to Ohio Rev. Code Section 117.28, a finding for 
recovery for public money illegally expended is hereby issued against Joseph Palazzo in the amount of 
$10,643 in favor of the District. 

Finding for Recovery – Netnowledge Inc. dba Thinsolutions
During the Period, the District issued 20 checks to Netnowledge Inc. dba Thinsolutions totaling 
$271,407.  Based on a search of the Ohio Secretary of State website, this company was registered with 
the Ohio Secretary of State. 
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The documented purposes of the payments included computer equipment and service hours.  On March 
30, 2010, the District issued a check to Netnowledge Inc. dba Thinsolutions totaling $12,341; however, 
the District did not receive all of the goods or services for which they paid.  Equipment valued at $4,020 
was installed in the home of Joseph Palazzo.  The purchase requisition for this transaction was initiated 
and approved by Joseph Palazzo, and the purchase order was initialed by Joseph Palazzo indicating 
receipt of goods or services and approval of payments.  There was no documentation showing Joseph 
Palazzo reimbursed the District for this equipment. 

In accordance with the foregoing facts and pursuant to Ohio Rev. Code Section 117.28, a finding for 
recovery for public money illegally expended is hereby issued against Joseph Palazzo in the amount of 
$4,020 in favor of the District. 

Finding for Recovery – Shirley Boyles / Joseph Palazzo
On May 28, 2010, the District issued a check in the amount of $4,499 to Shirley Boyles, who at the time 
was a teacher assistant for the District and is the wife of Dennis Boyles of MacWin-Protocol Technology 
Services, Inc.  Ms. Boyles then endorsed and deposited the check.  The documentation submitted for 
payment to the treasurer's office alleged the purpose of such payment represented reimbursement to 
Ms. Boyles for a training received from an information technology company.  This documentation 
included a requisition created by Joseph Palazzo, an invoice allegedly from the company approved for 
payment by Joseph Palazzo, and a credit card statement allegedly representing an account of Ms. 
Boyles showing payment of $4,499 to the company. 

However, through inquiry with the company and review of actual invoice documentation received from 
the company, the invoice submitted for payment was determined to be falsified as the actual invoice was 
issued to an individual unrelated to the District.  Also, through an interview of Ms. Boyles, Ms. 
Boyles stated she never attended such training nor did she ever make any payment of $4,499 to the 
company.  She further advised that she did not have the credit card account as represented by the 
credit card statement submitted as supporting documentation to the treasurer's office.     

In accordance with the foregoing facts and pursuant to Ohio Rev. Code Section 117.28, a finding for 
recovery for public money illegally expended is hereby issued against Shirley Boyles and Joseph 
Palazzo, jointly and severally, in the amount of $4,499 in favor of the District. 

MANAGEMENT RECOMMENDATION 

Vendor Policies and Procedures
During the Period, the District did not have a written policy establishing procedures for the addition of 
new vendors to its standing electronic information.   

The lack of a written policy for establishing new vendors increases the likelihood of the District paying 
fictitious vendors with inappropriate relationships to District personnel.   

We recommend the District create a written policy establishing procedures for the addition of new 
vendors. This policy should contain such points of focus as documentation required to request the 
addition of a new vendor and the designation of separate District personnel responsible for reviewing 
and approving the new vendor.  We further recommend the treasurer periodically review the vendor 
listing to verify the accuracy and legitimacy of the vendors and information listed.  Prior to adding a 
vendor to the approved vendor list, the treasurer’s office should verify the legitimacy of the vendor 
through an internet search, a search of the Secretary of State website, contacting the vendor, or other 
reasonable means.  
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Objective No. 2 – Diverted Equipment

PROCEDURES

We obtained District vendor history reports and other relevant financial ledgers to identify payments 
made to legitimate companies for computers, cellular phones, and other IT related equipment. 

We obtained voucher packages, invoices, and checks for payments made to determine whether goods 
and services indicated were received by the District or diverted to unauthorized individuals for purposes 
unrelated to District operations. 

RESULTS

During the Period, of the 1,555 transactions examined, there were 179 instances totaling $336,495 
where the District issued payment to legitimate companies for goods or services diverted for purposes 
unrelated to District operations.  The District’s purchasing procedures allowed for the same individual to 
initiate equipment purchases, receive the items and approve the invoice for payment.  Also, purchase 
requisitions, which represent the original record of approval for purchases, were not maintained in 
District voucher packages and were only maintained for a period of two years.  Additionally, packing 
slips for equipment shipments were discarded and not maintained by the District.  

Of the 179 transactions noted above, 30 instances totaling $76,214 represented purchases in which the 
item description on the invoice submitted for payment was altered and differed from the invoice we 
obtained directly from the vendor.  These items included purchases of televisions, GPS devices, 
cameras, digital picture frames, and other items which were modified and listed as smartboards and 
other District related items. 

Also included in the 179 transactions, the District paid for the cellular phones, laptop equipment and 
related service plans for individuals not employed by the District, including friends and family of Joseph 
Palazzo.  

FINDING FOR RECOVERY

Finding for Recovery - Diverted Equipment
During the Period, the District issued payments totaling $336,495 to legitimate vendors for goods or 
services unrelated to District operations.  Invoices directly signed by Joseph Palazzo signifying receipt 
of the items and approval of payments totaled $325,100.  Additionally, Thomas Burton, Director of 
Administrative Services, signed one invoice totaling $499 signifying receipt of an Apple IPad and 
approval of payment.  These purchased items were not located at the District.  Certain individuals not 
employed with the District received equipment, cellular phones, accessories, and related service plans 
costing $13,670 paid for by the District. These people were personal associates of Joseph Palazzo.   

Of these payments, we identified 30 transactions in the amount of $76,214 in which the item description 
on the invoice submitted to the treasurer’s office for payment was altered and differed from the actual 
invoice obtained directly from the company.    

In accordance with the foregoing facts and pursuant to Ohio Rev. Code Section 117.28, a finding for 
recovery for public money illegally expended is hereby issued against Joseph Palazzo in the amount of 
$336,495 and, jointly and severally, against Thomas Burton in the amount of $499, Alysse Kuznik in the 
amount of $3,346, Nathan Costello in the amount of $2,792, Cristina Rinella in the amount of $1,590, 
Cassandra Glowik Palazzo in the amount of $2,028, Michelle Protiva in the amount of $1,389, Joseph 
Pflug in the amount of $1,154, and Peter Guerrera in the amount of $1,371, in favor of the District. 
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On June 6, 2012, Thomas Burton issued a check to the District in the amount of $499 in response to this 
Finding for Recovery.  Mr. Burton indicated this payment did not represent an admission of guilt or any 
impropriety on his part, but instead represented his desire to make the District whole related to any 
missing equipment for which he was responsible when it went missing. 

NONCOMPLIANCE CITATION 

Records Retention
Ohio Revised Code 149.351(A) states, in pertinent part, that all records are the property of the public 
office concerned and shall not be removed, destroyed, mutilated, transferred, or otherwise damaged or 
disposed of, in whole or in part, except as provided by law or under the rules adopted by the records 
commissions provided for under Sections 149.38 to 149.42 of the Revised Code.  

The District’s established record retention policy indicates packing slips are to be maintained for one 
year after being provided to audit while requisitions are to be maintained for one year after fiscal year 
end.  Vouchers, invoices, and purchase orders are to be maintained for a period of ten years. 

During the Period, contrary to the established policy, the District did not retain packing slips for any 
equipment shipments received from vendors.  The District also disposed of purchase requisitions after 
two years pursuant to established policy. Purchase requisitions represent the original record of approval 
for purchases and generate the creation of purchase orders within the treasurer’s office.  As a result, the 
District was unable to identify who originally approved generating purchases beyond the most current 
two years. 

Failure to maintain complete voucher packets, including packing slips, increases the likelihood the 
District will pay an invoice more than once or will pay an amount that is incorrect or not for a proper 
public purpose.  This also limits the ability of District management to ensure purchased equipment is 
actually received by the District. 

We recommend the District maintain all records and supporting documentation until such records have 
been subject to auditing procedures and only dispose of records in accordance with a board approved 
record retention policy.  We further recommend the District revise the current record retention policy to 
establish retention periods for requisitions and packing slips that coincide with the ten year period 
established for vouchers, invoices, and purchase orders. 

MANAGEMENT RECOMMENDATIONS 

Segregation of Duties
During the Period, former IT Director Joseph Palazzo was able to order goods and services, 
acknowledge receipt of such goods or services, and approve the invoices for District payment. 
Established procedures at the District allowed Mr. Palazzo to control all aspects of the purchasing 
process without compensating internal controls and without any or only limited oversight by the 
Superintendent’s office upon approval of the purchase requisition.  The lack of segregation of duties for 
purchasing at the District allowed Mr. Palazzo exclusive control over transactions and resulted in the 
loss of District assets and the issuance of the findings for recovery contained in this Special Audit 
Report.

We recommend an adequate segregation of duties be established to prevent one employee from being 
able to initiate purchases, acknowledge receipt of goods or services, and approve payments to 
vendors.  District procedures over purchasing should be reviewed in each department to ensure any one 
employee is unable to control all aspects of purchasing. 
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Inventory Policy and Oversight
The District did not have a written policy regarding asset management or controls over non-capitalized 
inventory. Failure to establish a policy with specific procedures to safeguard assets limits the ability of 
management to ensure District assets are appropriately accounted for and increases the likelihood of 
inventory being removed for purposes unrelated to District operations. 

Additionally, the District had no written policy regarding the personal use of its assets.  We identified 
several instances in which District assets were taken by employees to their personal residences, 
including laptops with wireless services billed to the District.  Multiple District cellular telephones were 
used for personal calls resulting in overage charges billed to the District that were not reimbursed by the 
employees.  

We recommend that the District develop a written asset policy to include the following: 

� Designation of an individual or individuals to be responsible for the preparation and recording of 
the District's inventory;  

� Tagging of inventory identifying it as property of the District with its own numerical identifier;  
� Performance of a physical inventory of all assets at least annually by an individual independent 

of preparing the inventory list;  
� Preparation of an asset listing to include, but not be limited to, the following: location, tag 

number, description, and date of acquisition;  
� Implementation of procedures to record inventory additions and deletions as items are acquired 

or disposed of, preferably through the use of asset addition and deletion forms. When these 
forms are completed, the information should then be added to or deleted from the District's 
inventory listing, as appropriate; 

� Language which prohibits the personal use of District assets to ensure those assets are only 
used for business related purposes. If the District chooses to permit employees to use its assets 
for personal reasons, the policy should address how employees will reimburse the District for 
expenses incurred. 

We further recommend the Board review and periodically update the inventory policies as needed. 

Cellular Phone Policy and Usage Oversight
The District did not maintain a listing of cellular phones and personal digital assistants (PDAs) provided 
to its employees.  In addition, the District did not track the reassignment of these items when an 
employee discontinued employment with the District.   

Failure to maintain and periodically update an inventory of these items increases the likelihood of a loss 
or misappropriation of District assets without management’s detection. 

We recommend the District inventory all of its cellular phones and PDAs, update the inventory on a 
periodic basis and verify all items have been returned to the District when an employee leaves 
employment. 

Additionally, we recommend the District establish a policy addressing usage of cellular telephones for 
personal calls and requiring reimbursement for personal use.  Monthly telephone bills should be 
reviewed by each employee to verify calls made were for District purposes.  These reviews should occur 
each time the telephone bills arrive and any personal use should be reimbursed to the District for the 
costs incurred. 
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Objective No. 3 - Disposal of District Equipment

PROCEDURES

We attempted to obtain District records pertaining to the disposition of used laptops and other District 
equipment allegedly shipped to an IT equipment disposal company. 

We inquired with District personnel and reviewed District ledgers to determine whether the District 
received a payment for the shipment of the equipment. 

RESULTS

The District was unable to provide a listing of the disposed equipment.  We interviewed District 
personnel, including former Treasurer Mike Rock and Network Technician David Wallis. The only record 
of the disposed equipment was a vendor prepared spreadsheet provided with payment from Ideal 
Technologies LLC, a company located in Dallas, Texas.  The District was unable to verify completeness 
of the shipment due to the District's lack of documentation pertaining to the disposed equipment. 

MANAGEMENT RECOMMENDATION 

Disposal of District Assets
During the Period, the District disposed of technology related assets by shipping the items to a company 
in Texas that buys used computers and computer equipment.  The District did not maintain a listing of 
the specific assets that were included in the equipment disposal. Although the vendor provided 
a spreadsheet of the items received from the District with payment, the District was unable to verify the 
items included in the payment agreed to items designated for disposal and shipped.   

Without the appropriate documentation regarding the disposal of assets, the District cannot verify that 
adequate compensation was received or that all items included in the disposal were shipped as 
intended and not unknowingly diverted.    

We recommend the District maintain documentation of disposed equipment to verify adequate 
compensation is received and all items designated for disposal were shipped as intended.      
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Technology Investigation Update - AOS Special Audit Findings   October 24, 2012 

Corrective measures timeline: 

1. Board of Education removed employees associated with the alleged theft when it became apparent, 
January –March 2011.  

2. Board revised policy DJ – Purchasing  
a. Require prior BOE approval of purchase orders of $5,000 or more. 
b. Required the Management Disclosure Form.  

3. Board hired a new superintendent March 2011 to begin August 1, 2011. Hired as a consultant for May – 
July 2011.  Board hired a new treasurer January 2012. 

4. New superintendent created a “Recovery Plan” to address the district finances and operational 
weaknesses, such as internal control procedures, especially surrounding the purchasing process and 
policies. 

a. Recovery Plan included increased transparency of operations and communication to the 
community on financial operations and stability. 

5. Internal controls audit by a third party consultant. Completed summer 2011. 
a. Suggested changes in purchasing procedures. 
b. Implemented suggested corrections fall of 2011.   

6. Changed purchasing procedures to segregate the duties of ordering, receiving, and paying for supplies 
and equipment.   

a. Implemented best practices for internal controls of purchasing supplies.  
b. A separate purchasing procedure manual to be developed and distributed. 
c. Employees trained on the new procedures: 

1) Staff member completes a Requisition for supplies. 
2) Principal or Supervisor checks and confirms the need for the supplies, references the 

appropriate account, signs-off. 
3) Signed requisition form goes to Superintendent for approval. 
4) Sent to Treasurer for approval and confirmation of budget line-item and funds.  
5) Finance Clerk in Treasurer’s Office creates a Purchase Order.   
6) Treasurer double-checks and approves or denies Purchase Order.  If a new vendor is 

used, Treasurer will verify vendor information, such as addresses, Auditor of State 
findings, and appropriate W9 on file, before approval of PO and ordering.   

7) New vendors to the district with an initial order of $2,500 or more must be approved 
by the Board of Education before the purchase order is processed. 

8) Approved Purchase Order is mailed or faxed by the Treasurer’s Office to the vendor. 
The originator of the purchase order is also given a copy so they can see the order has 
been placed. 

9) Supplies/equipment are delivered to the building and received by either a custodian or 
sometimes delivered to the building secretary.  The package is then sent to the 
originator of the order.  

10) The person who initiated the order will open and confirm the delivery; and sign the 
packing slip or invoice associated with the delivery or purchase.  The signed packing 
slip goes to the Treasurer’s Office, with the originator indicating it is “o.k. to pay” the 
invoice. 



11) Finance Clerk matches the packing slip, invoice, and purchase order.  If everything 
matches, the Finance Clerk pays the invoice.  If there are “Back-ordered” items or 
items not received, the district only pays for the items received. 

12) Treasurer verifies the purchasing paperwork and payment before a check is mailed for 
payment.  Checks are not hand-delivered to purchasing vendors.  Payment is made 
only after confirmation that the goods or services are received.   

7. Improve district vendor approval process. 
a. Currently interviewing vendors for electronic vendor verification process. 
b. eVAS by Bonefish Systems presented to the Board.   
c. eVAS offers verification of vendors and payment process and also assesses payment risks. 
d. eVAS system adds another check on vendor payment system. 

8. Create an inventory system to monitor all district assets, especially technology equipment.   
a. New district-wide inventory system being created. 
b. Valuation Engineers, a professional appraisal/inventory firm, has been contracted to conduct the 

inventory. 
c. Inventory will be monitored by the treasurer’s office on a regular basis. 
d. New equipment and supplies will be marked and entered into the inventory system by the 

Treasurer’s Office. 
e. Disposal of obsolete equipment, usually public auction or technology waste site. 

9. Replacing the current Board policy manual. Changing manual formats from the current OSBA format to 
the NEOLA format. 

a. Existing policy manual is not current and lacking important required policies. 
b. New purchasing procedures and financial processes placed into policy. 
c. Refine and update the records retention policy, especially related to purchasing paperwork and 

packing slips.  All paperwork related to purchases shall be kept for at least ten (10) years 
following the annual financial audit. 

10. Created a budget process for the Technology Department. 
a. All purchases are signed off by three people prior to submission to the Treasurer’s office. 
b. Technology budget proposals are approved by the superintendent. 
c. Superintendent meets with the Technology Coordinator periodically for department updates. 

11. Provided the Auditor of State Fraud Hotline information to all staff members and placed the information 
on the district website.  Creating a new staff training program for staff fraud reporting in Public School 
Works.  Required training will begin by November 1, 2012. 
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Former IT Manager At Cuyahoga Heights School District Charged With 
Crimes Related To Theft Of $3.4 Million

A three-count information was filed charging a former employee of the Cuyahoga Heights School District 
with crimes related to the theft of more than $3.4 million from the district, said Steven M. Dettelbach, 
United States Attorney for the Northern District of Ohio.

Joseph M. Palazzo, age 31, of Independence, Ohio, was charged with conspiracy to commit mail fraud, 
conspiracy to commit money laundering, and wire fraud.

“This defendant is accused of lining his pockets with millions of dollars intended to be used to educate the 
children of the Cuyahoga Heights School District,” Dettelbach said. “Our office will continue to go after 
those who would abuse the public trust.”

“This investigation uncovered a multi-million dollar embezzlement scheme laced with a web of financial 
lies that left a local school district in financial peril,” said Denise Rocawich, Acting Special Agent in Charge, 
IRS Criminal Investigation, Cincinnati Field Office.

“Joseph Palazzo violated the trust that the citizens and students of Cuyahoga Heights had placed in him by 
funding his personal account with millions of their tax dollars,” said Stephen D. Anthony, Special Agent in 
Charge of the FBI’s Cleveland Office. “The investigators are to be commended for uncovering this 
enormous fraud.”

Palazzo was employed by the Cuyahoga Heights School District as its Information Technology Director 
until February 2011.  Palazzo was responsible for managing the District’s IT Department, which included 
purchasing hardware and software and making other IT expenditures to benefit the District and its 
students, according to the information.  

Palazzo devised a scheme to divert millions of dollars of District funds to his personal use and the personal 
use of others.  This scheme involved Palazzo submitting to the District for payment false invoices that 
purported to be for IT-related goods and services purchased from legitimate companies by the District’s IT 
Department to benefit the District.  Palazzo represented that the invoices he submitted were legitimate, 
and he approved the false invoices himself or forged the signature of another in the approval section, 
according to the information.

However, these invoices were for services never performed, fictitious software and hardware, and software 
and hardware never received or already purchased by the District from another source.  The companies 
named on the invoices did not supply such goods to or perform such services for the District and were 
nothing more than “shells,” according to the information.

Palazzo’s actions caused the District to issue checks to these shell vendor corporations, which were 
established and owned by others working with Palazzo who are not named in the information. The shell 
vendor corporation owners, in turn, kept approximately half of the stolen money themselves and funneled 
the remainder of the money back to Palazzo for his personal use, according to the information.

As a result of the conduct of Palazzo and his unnamed co-conspirators, the District was defrauded and 
sustained a total loss of at least $3,333,448, according to the information.

Palazzo also engaged in a second scheme to defraud the District.  It involved Palazzo purchasing various 
personal electronic items, such as I-Pads, cameras, and televisions, from legitimate District vendors.  
Palazzo then altered the invoices from such purchases to falsely reflect that classroom items, such as digital 
microscopes, projectors, and laptops, had been purchased for the District and submitted those invoices to 
the District for payment.  Upon receipt of these personal electronic items, Palazzo sold them to third-
parties at a discounted price and kept the money from such sales for his own personal use, according to the 
information.
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As a result of the Palazzo’s conduct in the second scheme, the District was defrauded and sustained an 
additional loss of at least $76,214, according to the information.

This case was investigated by Special Agents of the Internal Revenue Service Criminal Investigation and 
the Federal Bureau of Investigation, both located in Cleveland, with the assistance of the State of Ohio 
Auditor’s Office and the United States Postal Inspection Service.

The case is being prosecuted by Assistant United States Attorney Rebecca Lutzko, Special Assistant United 
States Attorney Perry Mastrocola, and Assistant United States Attorney James L. Morford.

If convicted, the defendant’s sentence will be determined by the court after review of factors unique to this 
case, including the defendant’s prior criminal record, if any, the defendant’s role in the offense, and the 
characteristics of the violation.  

An information is only a charge and is not evidence of guilt.  A defendant is entitled to a fair trial in which 
it will be the government’s burden to prove guilt beyond a reasonable doubt.
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Plain Dealer file

Joseph Palazzo has been charged in U.S. District Court with three 
criminal counts related to the theft of more than $3.4 million from the 
Cuyahoga Heights school district.

Joseph Palazzo charged with stealing $3.4 million from the 
Cuyahoga Heights school district
By Edith Starzyk, The Plain Dealer

on March 27, 2013 at 4:53 PM, updated March 28, 2013 at 9:06 AM

CUYAHOGA HEIGHTS, Ohio -- Joseph 

Palazzo, former technology director for 

the Cuyahoga Heights school district, has 

been charged in U.S. District Court with 

crimes related to the theft of more than 

$3.4 million from the district. 

Palazzo, 31, of Independence was charged 

(see document below) with conspiracy to 

commit mail fraud, conspiracy to commit 

money laundering, and wire fraud. 

"This defendant is accused of lining his 

pockets with millions of dollars intended to 

be used to educate the children of the 

Cuyahoga Heights school district," said 

Steven Dettelbach, U.S. Attorney for the 

Northern District of Ohio, in a news release. 

The charges come two years after a school board member and the treasurer reported concerns to the state 

auditor, whose office began combing through financial records. Palazzo resigned in February 2011 as the 

school board prepared to fire him. 

"The biggest thing I can say is it's about time," Superintendent Edwin Holland said of the criminal counts. 

"This is long overdue, but it's only a part of the whole investigation. I hope to hear soon what state and 

county prosecutors are doing." 

According to Wednesday's filing: 

• Palazzo's scheme involved submitting false invoices to the district that appeared to be for technology 

products and services from legitimate companies. Palazzo approved the false invoices himself or forged 

someone else's signature. 
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• The invoices "were for services never performed, fictitious software and hardware, and software and 

hardware never received or already purchased by the district from another source." The companies were 

nothing more than shells that were set up and owned by others working with Palazzo. 

• The owners of the shell companies kept about half of the stolen money themselves and funneled the 

remainder of the money back to Palazzo. 

• Palazzo also bought electronics such as iPads, cameras and televisions from legitimate vendors, but he 

altered the invoices to make it seem the purchases were for classroom equipment like digital microscopes, 

projectors and laptops. He then sold the electronic items to others at a discount and kept the money for 

himself. 

No co-conspirators were named in the filing. 

Previous stories
• Cuyahoga Heights school district sues to recover over $4 million in stolen technology funds

• Cuyahoga Heights schools' former employee stole almost $4.2 million, state auditor says

• Investigation of improper spending at Cuyahoga Heights school district: Whatever happened 

to ...?

The IRS, FBI, state auditor's office and U.S. Postal Inspection Service were part of the U.S. Attorney's 

investigation. 

The three counts against Palazzo were filed as an information. Federal prosecutors typically use a criminal 

information for a case in which the defendant is negotiating a plea agreement. 

The allegations are similar to what was in the state audit released in October, which said that nearly $4.2 

million had been stolen from the district. The auditors found that Palazzo had funneled district money to 

seven vendors controlled by his brother Dominick or friends of the family, but there was no record of 

equipment or services being delivered. 

In January, the district filed a civil suit in Cuyahoga County Common Pleas Court to get back the missing 

money from Palazzo, his brother and 22 other businesses and individuals. Judge Daniel Gaul granted a 

motion in February to attach property of the Palazzos and three companies. 

Foreclosure proceedings on Palazzo's Independence home began in October 2011 and are ongoing in 

Cuyahoga Common Pleas Court. The property is currently valued at $406,000. 

The federal filing also seeks forfeiture of Palazzo's property, including a platinum ring with a "princess cut 

diamond weighing 3.02 carats" and over $38,000 in his account with the School Employees Retirement 

System of Ohio. 
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Palazzo and his attorneys could not be reached for comment. 

Superintendent Holland said the district administration has totally changed over the past couple years. The 

900-student district includes Valley View and Brooklyn Heights, as well as Cuyahoga Heights. 

"We have new protections and policies to prevent this kind of thing, with checks and balances on top of 

checks and balances," Holland said. 

Dr. Holly Thacker, the school board member who first reported problems to the state auditor, said in an 

email: "I think that the public needs to demand complete transparency with school finances. It is not too 

difficult to steal public monies." 

© 2014 cleveland.com. All rights reserved.
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Two More Indicted For Conspiracy Related To Cuyahoga Heights 
School District

A five-count indictment was filed charging David Donadeo, age 39, formerly of Broadview Heights, Ohio, 
and Dennis Boyles, age 39, of Garfield Heights, Ohio, with conspiracy to commit mail fraud and conspiracy 
to commit money laundering, said Steven M. Dettelbach, United States Attorney for the Northern District 
of Ohio.

Boyles was also charged with two counts of tax evasion and one count of making or subscribing a false tax 
return.

Joseph Palazzo (who was previously charged, see Case No. 1:13cr167, United States District Court for the 
Northern District of Ohio) during the period in question was employed by the Cuyahoga Heights School 
District (the “District”) as its Information Technology (“IT”) Director.  Palazzo was responsible for 
managing the District’s IT Department, which included purchasing hardware and software and making 
other IT expenditures to benefit the District and its students, according to the indictment.  

Palazzo, Donadeo, Boyles, and others devised a scheme to divert millions of dollars of District funds to 
their own personal use. As a result of the conduct of Palazzo, Donadeo, Boyles, and others, the District was 
defrauded and sustained a total loss of at least $3,333,448, according to the indictment.

This scheme involved Palazzo submitting to the District for payment false invoices that purported to be for 
IT-related goods and services purchased from legitimate companies by the District’s IT Department to 
benefit the District.  Palazzo represented that the invoices he submitted were legitimate, and he approved 
the false invoices himself or forged the signature of another in the approval section, according to the 
indictment.

However, in truth and in fact, these invoices were for services never performed, fictitious software and 
hardware, and software and hardware never received or already purchased by the District from another 
source.  The companies named on the invoices did not supply such goods to or perform such services for 
the District and were nothing more than “shells,” according to the indictment.

Relying on these invoices, the District issued checks to these shell vendor corporations, which were 
established and owned by Donadeo, Boyles, and another person working with Palazzo to defraud the 
District.  Donadeo, Boyles and the other shell vendor corporation owner kept approximately half of the 
stolen money themselves and funneled the remainder of the money back to Palazzo for his personal use, 
according to the indictment.  

In addition to participating in the foregoing scheme to defraud the District, Boyles failed to report his 
share of the money that he received from the scheme on his tax returns for the tax years 2008, 2009, and 
2010.  As a result, he failed to pay a total of $30,064 in taxes that was due and owing for those years, 
according to the indictment.

This case was investigated by Special Agents of the Internal Revenue Service Criminal Investigation and 
the Federal Bureau of Investigation, both located in Cleveland, with the assistance of the State of Ohio 
Auditor’s Office, the Cuyahoga County Sheriff’s Office, and the United States Postal Inspection Service.

If convicted, the defendants’ sentences will be determined by the Court after review of factors unique to 
this case, including the defendants’ prior criminal record, if any, the defendants’ roles in the offense, and 
the characteristics of the violation.  In all cases, the sentence will not exceed the statutory maximum and in 
most cases it will be less than the maximum.           

The case is being prosecuted by Assistant United States Attorney Rebecca Lutzko, Special Assistant United 
States Attorney Perry Mastrocola, and Assistant United States Attorney James L. Morford.
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An indictment is only a charge and is not evidence of guilt.  A defendant is entitled to a fair trial in which it 
will be the government’s burden to prove guilt beyond a reasonable doubt.
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Plain Dealer file

More criminal charges have been brought in U.S. District Court related 
to the theft of more than $3 million from the Cuyahoga Heights school 
district. The 900-student district includes Brooklyn Heights and Valley 
View as well as Cuyahoga Heights.

More charges filed in theft of millions from Cuyahoga Heights 
school district
By Edith Starzyk, The Plain Dealer

Email the author

on April 11, 2013 at 6:00 PM

CUYAHOGA HEIGHTS, Ohio— Two more 

men were charged in U.S. District Court 

today with crimes related to the theft of 

more than $3 million from the Cuyahoga 

Heights school district.

The indictments against David Donadeo, 

39, formerly of Broadview Heights, and 

Dennis Boyles, 39, of Garfield Heights, 

came only a couple weeks after Joseph 

Palazzo, the district’s former technology 

director, was charged in federal court.

The three men are accused of mail fraud 

and money laundering. Boyles also was 

charged with two counts of tax evasion 

and one count involving a false tax return.

According to the most recent indictment, Donadeo and Boyles helped Palazzo steal from the district by 

setting up shell companies that supposedly were delivering technology products and services. Instead, about 

half the money went to Donadeo, Boyles and another unnamed person, and the other half was funneled 

back to Palazzo, the indictment said.

Palazzo resigned in February 2011 as the school board prepared to fire him.

The federal case was investigated by agents from the Internal Revenue Service and Federal Bureau of 

Investigation with help from the state auditor’s office, Cuyahoga County sheriff’s office and U.S. Postal 

Inspection Service.

Meanwhile the district is trying to recover the stolen money – totaling than $4 million, according to a state 

audit – through a civil lawsuit filed in Cuyahoga County Common Pleas Court against Palazzo and more 

than 20 other individuals and businesses. Donadeo and Boyles are among the defendants in that case.
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Last week, the district filed an additional civil suit accusing Paul Canter, a certified public accountant based 

in Poland, Ohio, with accounting malpractice, fraud and a breach of fiduciary duty.

According to that suit, the district hired Canter to audit financial statements from 2009 to 2011 but he found 

no problems with internal controls until after the Palazzo scheme was discovered and brought to his 

attention.

Canter did not return a phone message seeking comment this afternoon.

Starting in 2007, Palazzo had the authority to order goods and services, acknowledge their receipt and 

approve invoices for payment with no one else from the district monitoring the procedures, the suit said. 

© 2014 cleveland.com. All rights reserved.
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View full size
Joseph Palazzo, the former technology director for the Cuyahoga 
Heights schools, will be sentenced in July after pleading guilty in 
connection with the theft of more than $3 million from the district.

Cuyahoga Heights schools' former technology director, Joseph 
Palazzo, to be sentenced in $3.4 million theft from district
Edith Starzyk, The Plain Dealer By Edith Starzyk, The Plain Dealer

Email the author

on June 03, 2013 at 7:00 AM, updated June 03, 2013 at 7:30 AM

CUYAHOGA HEIGHTS, Ohio -- More than 

two years after millions of dollars were 

discovered stolen from the Cuyahoga 

Heights school district, the pace of action 

against those accused is quickening in 

federal and county courts. 

The man at the center of the convoluted 

conspiracy, Joseph Palazzo, is scheduled to 

be sentenced July 9. He has pleaded guilty 

to mail fraud, wire fraud and money 

laundering related to the theft of $3.4 

million from the schools. 

In addition, David Donadeo and Dennis 

Boyles Jr. have been charged in U.S. 

District Court with crimes related to fake 

companies used in the scheme. 

And on Friday, a Cuyahoga County grand jury indicted Donadeo and Bernarr King III on multiple felony 

counts. 

Palazzo, the district's former technology director, pleaded guilty at a hearing last month in U.S. District 

Court in Youngstown. 

He didn't volunteer any details about the crime at the hearing, but Assistant U.S. Attorney Becky Lutzko 

gave this summary: 

• Palazzo put in false invoices for technology hardware, software and services. About $3.3 million was paid 

to shell corporations, with the district getting nothing in return. Palazzo pocketed $1.2 million and the rest 

went to the people who had set up the fake businesses. 

• In addition, Palazzo bought about $76,000 worth of electronics, such as laptops, iPads and cameras, 

through the school account and sold them to friends and family. 
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• Mail fraud was involved in incorporating the fake companies and sending fraudulent checks back and forth. 

Wire communications included emails with legitimate vendors in Texas and Illinois related to the electronics 

purchases. 

Palazzo, 31, of Independence resigned in February 2011 as the school board prepared to fire him for 

irregularities dating back to 2007. He is free on $50,000 bond. 

Each of the counts against him carries a maximum sentence of 20 years in prison, as well as substantial 

fines, but he likely would get less than that according to the court's sentencing guidelines. 

Under a plea agreement, the Cuyahoga County prosecutor's office will not seek further charges against 

Palazzo as long as he is sentenced to at least 10 years in prison, said Assistant Prosecutor Dan Kasaris. 

"More than 10 would be well-deserved," Kasaris added. 

Meanwhile, the prosecutor's office is moving against others involved in the case. 

Donadeo, 39, of Canton and King, 43, of Canal Fulton, were indicted Friday for engaging in a pattern of 

corrupt activity from 2007 to 2011. Convictions would bring mandatory prison sentences of at least 10 

years. 

King also is charged with the theft of between $100,000 and $500,000, as well as 10 counts of tampering 

with records -- the fraudulent invoices used to divert district money. 

Donadeo also is charged with the theft of at least $1 million and 26 counts of tampering with records. 

At the moment, Donadeo -- who also has gone by the name David Rupp -- is missing. An arrest warrant has 

been issued for him. 

Tips on his whereabouts can be left with the FBI's Cleveland office at 216-522-1400. 

As all the threads of the case continue to be unraveled, residents of the Cuyahoga Heights district 

undoubtedly are wondering how much of the missing money will be returned. 

Superintendent Edwin Holland, who was hired after the theft was discovered, said the schools are getting 

back "a little bit here, a little bit there." 

Under the federal plea agreement, Palazzo will forfeit a 3.02 carat ring in a platinum setting, $38,337.42 

from his account with the School Employees Retirement System of Ohio and three flat-screen televisions 

ranging from 42 inches to 47 inches. 
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The district also will receive $250,000 from an insurance policy covering cases of employee dishonesty, 

Holland said. He credited attorneys hired by the district for aggressively going after money through a civil 

lawsuit in Cuyahoga County Common Pleas Court. 

"It's a long process to collect whatever we can," he said. 

The civil case filed by attorney Andrew Kabat originally targeted about two dozen businesses and individuals, 

including Palazzo, Donadeo, Boyles, King and Palazzo's brother Dominick. Their involvement was laid out in 

a special audit from the Ohio Auditor's Office last October. 

Kabat said he doesn't expect to get back much more from Joseph Palazzo because "he squandered all the 

money." The lender for the $340,000 mortgage on Palazzo's Independence home started foreclosure 

proceedings in October 2011. 

On another front, however, a receiver has been appointed to keep track of two income-producing businesses 

involved in the case. And Kabat said he has recovered about $50,000 from some of the smaller players. 

That would include the district's former superintendent, Peter Guerrera. Kabat said there is no evidence 

Guerrera was involved in the theft, but he did get a computer from Palazzo. 

Guerrera's attorney, Charles Murray, said he bought the computer at a discount, then paid the rest "when it 

was brought to his attention it was not the fair market value." He gave the computer back when it became 

part of the investigation, Murray said. 

"He is very disappointed this occurred," Murray said. "He wished nothing but the best for the school district." 

Kabat said he thinks he has a good case against Paul Canter, an accountant based in Poland, Ohio, who went 

over the district books from 2009 to 2011. A separate civil suit filed against Canter contends that he 

committed fraud. 

Canter's attorney, Thomas Mazanec, said his audits were "absolutely appropriate." 

"He was basically looking at the papers to make sure procedure was followed, and on paper, it looked like it 

was," Mazanec said. 

Previous stories
• When oversight slips, the taxpayers suffer: editorial

• More charges filed in theft of millions from Cuyahoga Heights school district

• Joseph Palazzo charged with stealing $3.4 million from the Cuyahoga Heights school district

• Cuyahoga Heights school district sues to recover over $4 million in stolen technology funds

• Cuyahoga Heights schools' former employee stole almost $4.2 million, state auditor says
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• Investigation of improper spending at Cuyahoga Heights school district: Whatever happened 

to ...?
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Plain Dealer file photo

View full size
Joseph Palazzo, the former technology director for the Cuyahoga 
Heights School district, was sentenced Tuesday in connection with the 
theft of more than $3 million from the district.

Joseph Palazzo, former Cuyahoga Heights schools official, 
sentenced in connection with theft of $3.4 million from district 
Edith Starzyk, The Plain Dealer By Edith Starzyk, The Plain Dealer

Email the author

on July 09, 2013 at 3:25 PM, updated July 09, 2013 at 7:04 PM

YOUNGSTOWN, Ohio -- Joseph Palazzo, 

former technology director of the 

Cuyahoga Heights School District, was 

sentenced today to 11 years and four 

months in federal prison for crimes related 

to the theft of $3.4 million from the 

schools.

Judge Benita Pearson of the U.S. District 

Court in Youngstown also ordered him 

to pay back what he stole. He will have to 

contribute 25 percent of his earnings while 

in prison and 10 percent of his gross 

monthly income after his release.

Pearson acknowledged it would hardly 

make a dent in what Palazzo owes. 

"You've harmed every child attending the district and likely those in the future," she said. 

Palazzo, 31, of Independence pleaded guilty in May to federal charges of mail fraud, wire fraud and money 

laundering. He had resigned from the district in February 2011 as the school board prepared to fire him for 

irregularities dating back to 2007.

Palazzo apologized in court for his actions, which he attributed to greed. He said he took full responsibility 

for the “total lapse in judgment” and would never do it again.

“Why he put himself in this position, frankly I don’t know,” said Palazzo’s attorney, James Marniella. “For 

some reason, he went astray here.” 

Marniella had asked the court to sentence Palazzo at the low range of the sentencing guidelines because this 

was his first offense and because of his responsibilities as a husband and the father of a son born in 

February.
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Marniella had also submitted letters of support from Palazzo’s mother, father and an older brother who is a 

former police officer. All three, as well as Palazzo’s wife and baby, accompanied him to court.

Another factor that Marniella asked the judge to consider: Palazzo is being treated for a heart condition that 

may require the implantation of a defibrillator.

Assistant U.S. Attorney Rebecca Lutzko asked the judge to set the sentence at the high range of the 

guidelines, citing the “egregious nature of his conduct, the inexcusable nature of his conduct.”

She said Palazzo and others in the conspiracy set up shell corporations and then used fake invoices to make 

it appear the district was buying technology hardware, software and services from them. Lutzko said Palazzo 

also bought electronic items such as televisions and changed the invoices to make it seem as if they were 

items like digital microscopes to be used in classrooms; then he sold the goods at a discount. 

The $3.4 million loss was at the expense of taxpayers and the children in district schools, Lutzko said.

Palazzo's sentence ultimately was in the mid-range of the guidelines. The judge said the calculation included 

the fact that he had a lead role in the crimes, even deciding how the stolen money would be divided among 

the conspirators. She also said she wanted to deter anyone who might see him as a model for how to cheat 

a public school system.

“I am still at a loss as to how it is you found yourself in this position,” Pearson said, noting that Palazzo was 

making “an enviable salary” of over $70,000 and came from a supportive family. Unlike many people who 

find their way to her court, Palazzo has no addiction or mental health problems, she added.

“You had it all until you lost it by your own greed,” Pearson said. 

Palazzo is to voluntarily surrender to the federal prison system after having a chance to determine the next 

step in his medical treatment. Pearson agreed to recommend that he be incarcerated at the federal facility in 

Morgantown, W.Va., which would be relatively close to his family. That decision is up to the Federal Bureau 

of Prisons, however,

Today's sentence marks the end of criminal proceedings against Palazzo. The Cuyahoga County Prosecutor’s 

Office had agreed not to file further charges as long as he got at least 10 years in prison.

But charges have been filed in federal court against David Donadeo and Dennis Boyles Jr. who are accused 

of crimes related to the fake companies. And a Cuyahoga County grand jury has indicted Donadeo and 

Bernarr King III on multiple felony counts.

In addition, two civil suits in Cuyahoga County Common Pleas Court are seeking to get back stolen money 

and property for the district.
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Under the federal plea agreement, Palazzo is forfeiting a 3.02 carat diamond ring in a platinum setting and 

$38,337 from his account with the School Employees Retirement System of Ohio. The district also got a 

check in March for $20,876 for property seized from Palazzo.

The 900-student district includes Valley View and Brooklyn Heights as well as Cuyahoga Heights.
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Former Manager For Cuyahoga Heights School District Sentenced To
11 Years In Prison For Stealing $3.4 Million

A former employee of the Cuyahoga Heights School District was sentenced to more than 11 years in prison
for the theft of more than $3.4 million from the district, said Steven M. Dettelbach, United States Attorney
for the Northern District of Ohio.

Joseph M. Palazzo, age 31, of Independence, Ohio, previously pleaded guilty to conspiracy to commit mail
fraud, conspiracy to commit money laundering, and wire fraud.

U.S. District Judge Benita Pearson sentenced Palazzo to 136 months in prison and  ordered him to pay
$3.4 million in restitution.

“This defendant stole millions of dollars that were intended to educate school children,” Dettelbach said.
“There is simply no room for this type of corruption in our community.”

“This investigation uncovered a multi-million dollar embezzlement scheme laced with a web of financial
lies that left a local school district in financial peril,” said Kathy Enstrom, Acting Special Agent in Charge,
IRS Criminal Investigation, Cincinnati Field Office.

“Joseph Palazzo violated the trust that the citizens and students of Cuyahoga Heights had placed in him by
funding his personal account with millions of their tax dollars,” said Stephen D. Anthony, Special Agent in
Charge of the FBI’s Cleveland Office. “The investigators are to be commended for uncovering this
enormous fraud.”

Palazzo was employed by the Cuyahoga Heights School District as its Information Technology Director
until February 2011.  Palazzo was responsible for managing the district’s IT Department, which included
purchasing hardware and software and making other IT expenditures to benefit the district and its
students, according to court documents. 

Palazzo devised a scheme to divert millions of dollars of district funds to his personal use and the personal
use of others.  This scheme involved Palazzo submitting to the district for payment false invoices that
purported to be for IT-related goods and services purchased from legitimate companies by the district’s IT
Department to benefit the district.  Palazzo represented that the invoices he submitted were legitimate,
and he approved the false invoices himself or forged the signature of another in the approval section,
according to court documents.

However, these invoices were for services never performed, fictitious software and hardware, and software
and hardware never received or already purchased by the district from another source.  The companies
named on the invoices did not supply such goods to or perform such services for the district and were
nothing more than “shells,” according to court documents.

Palazzo’s actions caused the district to issue checks to these shell vendor corporations, which were
established and owned by others working with Palazzo.  The shell vendor corporation owners, in turn, kept
approximately half of the stolen money themselves and funneled the remainder of the money back to
Palazzo for his personal use, according to court documents.

As a result of the conduct of Palazzo and his co-conspirators, the district was defrauded and sustained a
total loss of at least $3,333,448, according to court documents.

Palazzo also engaged in a second scheme to defraud the district.  It involved Palazzo purchasing various
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personal electronic items, such as I-Pads, cameras, and televisions, from legitimate district vendors. 
Palazzo then altered the invoices from such purchases to falsely reflect that classroom items, such as
digital microscopes, projectors, and laptops, had been purchased for the district and submitted those
invoices to the district for payment.  Upon receipt of these personal electronic items, Palazzo sold them to
third-parties at a discounted price and kept the money from such sales for his own personal use, according
to the information.

As a result of the Palazzo’s conduct in the second scheme, the district was defrauded and sustained an
additional loss of at least $76,214, according to the information.

This case was investigated by Special Agents of the Internal Revenue Service Criminal Investigation and
the Federal Bureau of Investigation, both located in Cleveland, with the assistance of the State of Ohio
Auditor’s Office, the Cuyahoga County Sheriff’s Office, and the United States Postal Inspection Service.
The case is being prosecuted by Assistant United States Attorney Rebecca Lutzko, Special Assistant United
States Attorney Perry Mastrocola, and Assistant United States Attorney James L. Morford.
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